
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

 

 

 

 

 

 

 

 

 

 
 

Castle Rock Senior Activity 
Center Personnel Guidelines & 
Policies 
Adopted 12-15- 2021 
Updated 2024 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
2  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
3 

 

TABLE OF CONTENTS 

These Personnel Guidelines supersede any personnel code, policy, manual, rule, regulation, 
guideline or any representation thereof, previously enacted. 

TABLE OF CONTENTS .................................................................................................... 3 

SECTION I: Introduction .................................................................................................... 7 
Castle Rock Senior Activity Center’s Mission, Vision, and Value Statements ......... 7 

Welcome: .......................................................................................................................... 8 
Application of Guidelines: .................................................................................................. 9 
SECTION II: EMPLOYMENT & JOB PLACEMENT ....................................................... 10 

Equal Employment (EEO) / Unlawful Harassment .............................................. 10 

Sexual Harassment ................................................................................................. 10 

Complaint Procedure .............................................................................................. 10 

ADA & Religious Accommodation ......................................................................... 11 

Work Eligibility ......................................................................................................... 11 

Modified Duty ........................................................................................................... 12 

Employment of Board Members ............................................................................ 12 

SECTION III: COMPENSATION ..................................................................................... 13 
Business Hours/Work Schedules .......................................................................... 13 

Attendance and Punctuality ................................................................................... 13 

Scheduling Personal Time Off (PTO) ................................................................... 13 

Snow Days/Unscheduled Closures ....................................................................... 14 

Work Week ............................................................................................................... 14 

Pay Periods .............................................................................................................. 14 

Time Sheets ............................................................................................................. 14 

Meal and Rest Breaks and Overtime .................................................................... 14 

Introductory Period .................................................................................................. 15 

Employment Classification ..................................................................................... 15 

Salary Adjustments ................................................................................................. 16 

Performance Management ..................................................................................... 16 

Annual Performance Evaluations .......................................................................... 16 

Review of Personnel Actions ................................................................................. 17 

Personnel Records .................................................................................................. 17 

SECTION IV: EMPLOYEE CONDUCT ........................................................................... 18 
Workplace Violence ................................................................................................ 18 

Firearms and Weapons .......................................................................................... 18 

Conflict of Interest .................................................................................................... 18 

Criminal Investigation .............................................................................................. 19 

Drug & Alcohol Use ................................................................................................. 19 

CRSAC Property & Systems .................................................................................. 19 

Outside Employment ............................................................................................... 20 

Personal Conduct & Appearance .......................................................................... 21 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
4 

 

Code of Ethics .......................................................................................................... 21 

Political Activity ........................................................................................................ 21 

Safety ........................................................................................................................ 22 

Smoking & Tobacco ................................................................................................ 22 

Non-Disclosure of Confidential Information .......................................................... 22 
           Whistleblower Policy……………………………………………………………….22 
          Reporting Procedures   .…………………………………………………………..23 
  

SECTION V: BENEFITS & PROTECTIONS ................................................................... 24 
Eligibility .................................................................................................................... 24 

Health Reimbursement Arrangement ................................................................... 24 

Life Insurance .......................................................................................................... 24 

Retirement Plan ....................................................................................................... 24 

Workers' Compensation ......................................................................................... 24 
 

SECTION VI: LEAVE & TIME AWAY FROM WORK ..................................................... 25 
          ALL EMPLOYEES 

Scheduled Maintenance Closure .......................................................................... 25 
           FAMLI Act Paid Leave Benefits…………………………………………………..25 
                    Jury Duty and Court Attendance Leave………………...……………………….26 

Military and Civil Air Patrol Leave ........................................................................... 26 
           Voting Leave………………………………………………………………………..27 
                    Qualified Volunteer Service in a Disaster Leave……………………………….27 
 PART TIME EMPLOYEES 
          Sick Leave…………………………………………………………………………..27
          Pay During Holidays, Scheduled Maintenance Closures, and Unexpected…28   
                    Closures…………………………………………………………………………….30 
 FULL TIME EMPLOYEES 

Paid Time Off (PTO) ............................................................................................... 28 

Rates as Follows and Based on Years of Service .............................................. 29 

Holiday Pay .............................................................................................................. 30 

Short Term and Long-Term Disability ................................................................... 30 

Family and Medical Leave Act and Colorado Family Care Act ......................... 30 

Maternity Leave ....................................................................................................... 30 

Bereavement Leave ................................................................................................ 30 

Emergency Leave ................................................................................................... 30 

Closure of CRSAC Facilities ................................................................................ 311 

SECTION VII: TRAINING ................................................................................................ 31 
Training ..................................................................................................................... 31 

SECTION VIII: PROBLEM SOLVING .............................................................................. 31 

SECTION IX: DISCIPLINE .............................................................................................. 31 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
5 

 

SECTION X: SEPARATION ............................................................................................ 32 
Separation Date ....................................................................................................... 32 

Resignation .............................................................................................................. 32 

Termination .............................................................................................................. 32 

Job Elimination and Layoffs ................................................................................... 33 

Return of Property ................................................................................................... 34 

Final Paychecks ....................................................................................................... 34 

W2s ........................................................................................................................... 34 

EXHIBITS ........................................................................................................................ 35 
                 Town of Castle Rock - Electronic Commincation Policy……………..………....36 
                Town of Castle Rock - Acceptable Use Agreement for Electronic  
                           Communications…………………………………………………………….47 
                 Town of Castle Rock - Email Retention Policy………………...…………..……49 
                 Town of Castle Rock  - Mobile Device Policy………………………………..….52 
                 Town of Castle Rock - Personally Identifiable Information (PII) and 
                           Personal Information (PI) Data Protection Policy……..…………………57 
                Colorado - FAMLI Program Notice…………..……………………..……………..62 
                Colorado - Overtime & Minimum Pay Standards Order………………………...64 

EMPLOYEE  FORMS ....................................................................................................... 66 
Employee Reciept and Acknowledgement of Employee Handbook ..................... 67 

Confidentiality Policy and Pledge ......................................................................... 67 

Employee Reciept and Acknowlegement of Comps Order Notice ........................ 68 

Conflict of Interest Policy ...................................................................................... 69 

Acknowledgement of Receipt of Company Property ............................................. 70 

   Summary of All Signed Documents ………………………………...……………….  71 

 

 
  
 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
6 

 

 
 
 
 
 

 
 



Castle Rock Senior Activity Center Personnel Guidelines & Policies 
7 

 

SECTION I: Introduction 

Castle Rock Senior Activity Center’s 
Mission, Vision, and Value Statements 

 
Mission – To make life more fulfilling and create community for 

seniors as they come here to engage in a wide variety of programming and 
services designed for “Loving Life in the Second Half” 

 
 

Vision – Be the place where all seniors are welcomed and find their 

place to enjoy camaraderie along with diverse activities 

 

 

Values – “Loving Life” 
Laughter 

Opportunities 

Volunteerism 

Inclusive 

Neighborly 

Gather 

Learning 

Independence 

Friendships 

Excursions 
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Welcome: 

Welcome to the Castle Rock Senior Activity Center (CRSAC)! We are a special organization  made 
up of people who work together to affirm our connection to humanity and to serve the community 
we all share. 
 
We provide educational, social, wellness and recreational programs for Seniors 50+. The CRSAC 
also assists in providing for the transportation needs of Douglas County seniors and others as 
approved by the Board of Directors. All activities of the CRSAC shall be conducted on  a non-
discriminatory basis with regard to veteran status, disability, race, creed, sex, sexual orientation, 
gender identity, gender expression, marital status, religion, age, national origin, ancestry, and 
pregnancy. 
 

We strive to operate in a positive work environment and support each other in achieving 
individual and organization goals. This Employee Handbook serves as a guide for working 
together and outlines the policies and practices of the CRSAC. Please read it carefully. 
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Application of Guidelines: 

The CRSAC Personnel Guidelines has been developed to provide general guidelines about the 
CRSAC policies and procedures. It is a guide to assist you in becoming familiar with employment 
at the CRSAC. The CRSAC encourages individual achievement and neither the employee nor 
the employer is committed to an employment relationship for a fixed period of time. Employment 
with CRSAC is at-will. Either the employee or management has the right to terminate at any 
time, for any reason. The language used in these guidelines and any verbal statements by 
management are not intended to constitute a contract of employment, either express or implied, 
nor is there a guarantee of employment for any specific durations. 
 

It is the intent of the CRSAC to comply with all applicable State and Federal requirements. The 
contents of these guidelines are a summary for employees and therefore are not all-inclusive. 
These guidelines supersede any previously issued Personnel Guidelines and amendments. 
Except for the at-will nature of the employment, the CRSAC reserves the right to suspend, 
terminate, interpret, or change any or all of the guidelines mentioned, along with any other 
procedures, practices, benefits or other programs. These may occur at any time, with or without 
notice by the CRSAC Executive Board of Directors (EBOD). 
 

The personnel policies of the CRSAC are established by the EBOD, which has delegated 
authority and responsibility for their administration to the Executive Director. The Executive 
Director may, in turn, delegate authority for administering specific policies. Employees are 
encouraged to consult the Executive Director for additional information regarding the policies and 
procedures described in this Handbook. Questions about personnel matters also may be 
reviewed with the Executive Director. 
 
The CRSAC Executive BOD (EBOD) serves as the Human Relations Resource for the Center. 
 

The CRSAC will provide each individual a copy of the Personnel Guidelines upon initial 
employment and when policies and procedures are modified. All employees are expected to 
abide by the Handbook. The highest standards of personal and professional ethics and behavior 
are expected of all CRSAC employees. Further, the CRSAC expects each employee  to display 
good judgment, diplomacy and courtesy in their professional relationships with members of the 
CRSAC’s EBOD, committees, membership, staff and the general public. 
 
Please keep this Personnel Guidelines for your reference. You will be asked to sign a “Receipt  and 
Acknowledgment” of the Personnel Guidelines and associated Exhibits within your first two days of 
employment. 
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SECTION II: EMPLOYMENT & JOB PLACEMENT 

Equal Employment Opportunity (EEO) / Unlawful Harassment 
 
It is the policy of the CRSAC to prohibit discrimination against qualified applicants or employees 
on the basis of veteran status, disability, race, creed, sex, sexual orientation, gender identity, 
gender expression, marital status, religion, age, national origin, ancestry, pregnancy, 
 or other protected group status. This prohibition includes unlawful harassment based on any of 
these protected classes. 
 
Unlawful harassment includes verbal or physical conduct which has the purpose or effect of 
substantially interfering with an individual’s work performance or creating an intimidating, 
hostile, or offensive work environment. This policy applies to all employees, including 
managers, supervisors, co-workers, and non-employees such as customers, members, 
vendors, volunteers, consultants, etc. This policy shall apply to recruitment, hiring, training, 
promotion and all other personnel related actions. 
 
Equal employment opportunity is not only the law; it is a guiding principle of the CRSAC. Each 
employee shall work to achieve and support this principle. 

 
Sexual Harassment 

 
The CRSAC is committed to integrity, respect and the highest standard of conduct. Sexual 
harassment and inappropriate sexual behavior at work will not be tolerated. Sexual harassment 
is defined as unwelcome sexual advances, request for sexual favors, and other verbal or 
physical conduct of a sexual nature, when: 

 

• Submission to or rejection of such conduct is made explicitly or implicitly a term or 
condition of employment; 

• Submission to or rejection of such conduct is used as the basis of decisions affecting an 
individual’s employment. 

• Such conduct has the purpose or effect of substantially interfering with individual’s work 
performance or creating an intimidating, hostile or offensive work environment. 

 
All employees are expected to conduct themselves in a professional manner that supports our 
CRSAC’s values at all times. Conduct which may violate this policy includes, but is not limited 
to, sexually implicit or explicit communications where in: 
 

• Written form, such as cartoons, posters, calendars, notes, letters, texts or messages, social media 

posts, or e-mails. 

• Verbal form, such as comments, jokes, foul or obscene language of sexual nature, gossiping 
or questions about another’s sex life, or repeated unwanted requests for dates. 

• Physical gestures and other nonverbal behavior, such as unwelcome touching, grabbing, 
fondling, kissing, massaging, and brushing up against another’s body. 
 

 
Complaint Procedure 

Any employee who is subjected to any form of unlawful harassment shall report the incident or 
situation to the Executive Director. Any incidents or situation involving the Executive Director 
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should be reported to any Executive Board Member (Executive Board consists of the President, 
Treasurer, Secretary, Executive Vice President, Vice President of Transportation, and 
Immediate Past President). 
Any employee who feels there has been a violation of the EEO policy, unlawful harassment 
based on the protected classes listed above, including sexual harassment, or violation of any 
other applicable law or provision of the handbook should report directly to the Executive Director. 
Any incidents or situations involving the Executive Director should be reported to any   Executive 
Board Member. CRSAC expects employees to make a timely complaint to enable the CRSAC to 
investigate and correct any behavior that may be in violation of these policies. 
Employees who file a complaint under these guidelines or participate in an investigation will not 
be retaliated against for participation or advancing complaints or concerns. If an employee feels 
there has been a violation of this policy or there had been retaliation, please follow the 
complaint procedure as outlined above. 
 
If the CRSAC determines an employee’s behavior is in violation of this policy, disciplinary 
action will be taken, which can include counseling, warnings, suspensions and up to 
termination of employment. If the CRSAC finds that an employee has been harassed by a 
non-employee (such as a member, volunteer, or vendor), the CRSAC will take appropriate 
action including counseling, warnings, and up to termination of membership, volunteer 
status, or vendor contract termination.  
 
 
ADA & Religious Accommodation 
 
The CRSAC will make reasonable accommodations for qualified individuals with known 
disabilities unless doing so would result in an undue hardship or cause a direct health or safety 
to the employee, their co-workers, volunteers, members, or members of the public receiving 
services from the CRSAC.  
 
The CRSAC will also make reasonable accommodations for employees whose work 
requirements interfere with a religious belief unless doing so would result in an undue hardship 
or cause a direct threat of health or safety to the employee or their co-workers, volunteers, 
members, or members of the public receiving services from the CRSAC.  
 
Employees needing any such accommodation shall notify the Executive Director. 
 

 
Work Eligibility 

 
The CRSAC policy is to employ persons legally entitled to work in the United States without 
regard to citizenship, ethnic background, or place of national origin. To conform to the 
Immigration Reform and Control Act of 1986 (IRCA), we hire candidates who are eligible to work 
in the United States. We have adopted the following policies and procedures to encourage 
compliance with Federal regulations and to facilitate our commitment to the Equal Employment 
Opportunity. 

 
1.) Except as required by law, no job applicant may be asked about, or categorized 

according to, citizenship or resident status. Hiring decision will be made without 
considering such questions. 

2.) Applicants offered jobs will be told that they are required to produce satisfactory legal 
evidence of eligibility to work in the United States – such proof will be condition of employment 
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3.) All new employees will be asked to provide actual documents verifying eligibility to work 
legally in the United States and to complete a Form I-9 on the first day of employment. 

 

Modified Duty 
 
Employees with temporary workers’ compensation or non-work-related illnesses/injuries 
including impairment related to pregnancy may be released by their treating physician to return 
to work with restrictions. Each return-to-work release will be considered on an individual, case- 
by case basis taking into account the CRSAC’s requirements and the employee’s work 
restrictions. Any modified duty arrangements will be at the discretion of the Executive 
Director/and or the Executive Board. All modified duty arrangements will be considered 
temporary and specific to the situation at the time of the assignment. The CRSAC has no 
obligation to place an employee in modified duty and will not create positions for this purpose. 
 

 
Employment of Board Members 

To preserve the objectivity and integrity of the agency's board of directors, any, member of the 
CRSAC Board of Directors (“BOD”) who wishes to apply for employment with CRSAC must first 
resign from the Board. 
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SECTION III: COMPENSATION 

Business Hours/Work Schedules 

 
The CRSAC‘s normal business hours are from Monday-Friday 7:45 a.m. to 4:45 p.m. 

 
There are also events/programs that occur in the evenings and on weekends. Depending on the 
nature of an employee’s job and the scheduling of events, both exempt and nonexempt 
employees may be scheduled for events/programs occurring after normal business hours or on 
the weekends. 
 
Employee’s schedules will be provided by their immediate supervisor, which may vary from 
week to week depending on events/programs. 

• Full-time employees are expected to work an average of 40 hours per week as 
scheduled by their supervisor. 

• Nonexempt employees may not start work before their scheduled start time or work 
beyond their set ending time without prior supervisor approval. 
 
Attendance and Punctuality 
 
Regular attendance and punctuality are key factors in your job performance and expected of all 
employees. Excessive absences (whether excused or unexcused), tardiness or leaving early is 
unacceptable. If you are absent for any reason or plan to arrive late or leave early, you must 
notify your supervisor as far in advance as possible and no later than one hour before the start 
of your scheduled workday.  
 
In the event of an emergency, you must notify your supervisor as soon as possible by 
telephone or a direct text message to the supervisor only. Notifications shall not be made in 
group text threads which are for non-emergency matters and can be missed. 
 
For all absences extending longer than one day, employees must telephone or send a direct 
text to their immediate supervisor prior to the start of each scheduled workday. When 
reporting an absence, you should indicate the nature of the problem causing your absence 
and your expected return to  work date. A physician’s statement will be required for 
absences of three (3) or more days. 
 
Except as provided in other policies, an employee who is absent from work for two (2) days 
without notification to his/her supervisor/or the Executive Director will be considered to have 
voluntarily resigned from his/her employment with the CRSAC. 

 
Excessive absences, tardiness or leaving early will be grounds for discipline up to and including 
termination. Depending on the circumstances, including the employee’s length of employment, 
the CRSAC may counsel employees prior to termination for excessive absences, tardiness or 
leaving early. 

 
Scheduling Personal Time Off (PTO) 
 
You are expected to exercise consideration and good judgment when requesting PTO days 
from your supervisor. If you request PTO during a particularly busy time or at a time when other 
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employees have also requested time off, you may be asked to request alternate days off or the 
leave may not be approved. A supervisor MUST approve PTO leave requested in advance.   

Snow Days/Unscheduled Closures 
Employees are expected to work from home on any days the CRSAC is closed due to 
inclement weather or unscheduled closures, and will be paid for their normally scheduled 
shift. Refer to your job description or supervisor for details.  
 
Work Week 

The work week begins on Saturday at 12:00 a.m. (midnight) and ends on Friday at 11:59 p.m. 

 
Pay Periods 

 
Employees are paid every other Friday starting on the first regular payday after your first day of 
work. Any overtime pays or hours taken without pay will be reflected in the following pay period. 
 
Time Sheets 
 
All nonexempt employees must complete and turn in timesheets weekly, which must be signed 
by both the employee and the supervisor. Hours reported on timesheets must include all hours 
actually worked Saturday through Friday. Full time employees should also record any PTO 
leave or other paid time not worked. Part time employees should record paid time off, such as 
sick leave, used.  
 
Exempt Employees only must do a time sheet when PTO time is used. 
 

 
Meal and Rest Breaks and Overtime  
 
CRSAC maintains an informal atmosphere and does not have a formal system for scheduling 
breaks during the workday. We ask that all employees coordinate lunch and rest breaks with 
coworkers to ensure adequate coverage for all functions. 
 
All employees are encouraged to pause during the workday to rest and give their eyes, hands, 
mouth, and ears a break. Specifically, employees are encouraged to take a 15-minute break in 
the morning and again in the afternoon. 
 
Certain times during the year overtime may be required due to fundraising, community outreach 
and volunteer awareness events. Exempt employees are not entitled to overtime pay.  
 
Non-Exempt employees pay, overtime, meal and rest breaks, are governed by Colorado law as 
summarized in the Colorado Overtime & Minimum Pay and Standards Order Notice (“COMPS 
Notice”) which is attached as an Exhibit to this Handbook and posted in the workplace. That order 
supersedes any contrary policy summarized in this Handbook. 
 
In summary, for Non-Exempt employees:  

• Employee may not skip breaks or lunch period. Breaks can’t be combined with lunch to 
alter their normal work schedule on a regular basis. 

• Employee is required to take a 30-minute lunch break for any work period exceeding 
5  hours. A longer lunch break may be provided. If you are having difficulty taking a lunch 
break, please notify your supervisor immediately. 
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• Employee may not perform any work duties during your lunch break. 

• Employee is entitled to overtime pay of 1.5 times the employee’s hourly pay rate for any 
hours worked over 40 hours in a workweek or 12 hours in a workday.  

• Comp time is NOT allowed, but a supervisor may adjust an employee’s schedule so that 
they are not scheduled to work more than 40 hours in a workweek by scheduling a day or 
afternoon off within the same workweek that additional hours are worked.  
 
Overtime for Non-Exempt employees must be scheduled and authorized by a supervisor in 
advance of the overtime actually worked by a Non-Exempt employee. Non-Exempt employees 
that work overtime without a supervisor’s authorization are subject to disciplinary action, including 
potential termination of employment. 

 
 
Introductory Period 
 
The State of Colorado is an “At Will” employment state. 
 
The introductory period for all employees is meant to provide you and CRSAC with an 
opportunity to evaluate the working relationship. All employees will complete a probationary 
period of six months. Your Supervisor may extend this period an additional ninety (90) days 
upon review. 

 
The introductory period begins with your orientation, which includes a Handbook review, a 
review of your job description and short-term performance objectives. The remainder of your 
introductory period is spent increasing your familiarity with CRSAC and your specific job duties. 
After ninety (90) days and again at the end of six months, you will participate in an evaluation 
process with your supervisor. However, feel free to discuss your job performance with your 
supervisor at any time. 
 
During the introductory period, employee may use any PTO and/or sick leave accrued during 
this period and is not to exceed the amount accrued.  
 
Completion of your introductory period is not a guarantee of continued employment. Your 
employment with CRSAC is an at-will relationship between you and CRSAC, which either party 
may end during or after your introductory period with or without cause or advance notice. 

 
Employment Classification 
 
All employees will be designated as a full time or a part time employee as well as exempt or      Non-
Exempt based on the following definitions: 

• Full time – Full time employees are scheduled 40 hours per week and eligible for 

benefits. 

• Part time - Part time employees are scheduled less than 32 hours per week and are 

NOT eligible for benefits, except for sick leave as set forth in Colorado’s Healthy Families and 

Workplaces Act (HFWA) and certain leave required by state law outlined in this Handbook. Part-

time employees may also be eligible to receive FAMLI benefits through the State of Colorado for 

family or medical leave. 

• Exempt – Please see your job description to determine if you are an exempt 
employee. If you are unclear, please contact your supervisor.  In compliance with the Fair 
Labor Standards Act (FLSA), exempt employees are not eligible for overtime. Exempt 
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employees are paid a salary that exceeds the minimum pay set by FLSA and their job 
duties meet the standards set forth by the FSLA for executive, administrative, or 
professional exemptions. 

• Non-Exempt – This is an hourly paid employee. In accordance with the FLSA, 
nonexempt employees are eligible for overtime pay of 1.5 times the employee’s hourly pay rate 
for any hours worked over 40 hours in a workweek or 12 hours in a workday and as further set 
forth in the COMPS Notice attached to this Handbook as an Exhibit.  

 
 
If you have questions about your FLSA classification, please address it with your immediate 

supervisor. If discussion with your immediate supervisor does not address the issue, please 
bring it to the attention of the Executive Director or the EBOD by notifying the Board President 
in writing (email or otherwise) of your concerns. 

 
Salary Adjustments 
 
Employees may receive a salary increase outside of the annual salary review during the 
Annual Performance Evaluation for the following reasons: 

• If an employee is promoted or given substantially new responsibilities. 

• If it is determined that your salary level is not equitable in comparison with that of others 
in like positions with similar levels of responsibilities. 

• At the discretion of CRSAC management and/or EBOD. 
 

Salary increases are not guaranteed, as the CRSAC’s budget for employee pay and benefits is 
determined by grant funding and other factors outside of its control. 
 

Performance Management 

 
When an employee’s job performance is not meeting performance expectations or is engaging                  
in unacceptable or counterproductive behavior, the employee may be given an opportunity to 
improve his or her performance or behavior to the expected levels. This process may include 
verbal and written warnings documenting the performance/behavioral issues, identifying the 
expected performance standards and a time frame in which the employee’s performance is 
expected to improve or be subject to further disciplinary action up to and including termination. 

 
In some situations, the severity or frequency of the performance/behavioral issues may require 
immediate termination. 
 
Annual Performance Evaluations 
 
The objective of the CRSAC’s Annual Performance Evaluation process is to provide an 
opportunity for regular and periodic review of an employee’s job performance compared to 
established standards of performance. An employee’s job performance will be evaluated on 
objective, job-related criteria that have been communicated to in advance. The CRSAC’s 
Annual Performance Evaluation process is generally conducted in February.   
 
During the evaluation process, you and your supervisor will assess your performance in relation 
to objectives you have previously agreed on and identify areas of strength and areas needing 
development. In addition, you and your supervisor will develop goals and objectives for the next 
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review period and identify the ways in which your supervisor will support your continued 
development. 

 
The goals and objectives for CRSAC's performance evaluation process are as follows: 

• To let our employees know how they are doing on the job 
• To encourage communication and two-way feedback on the expectations and goals 

of both employees and CRSAC 
• To provide a fair and consistent method for making pay decisions 

• To document performance in ways that will assist future supervisors and facilitate 
transfers, promotions, and improvement plans 

• To serve as a tool for coaching, planning, and professional development 

 
 
All employees receive a compensation review as part of their Annual Performance Evaluation. To 
be eligible for an increase, employees must be employed for at least one year of continuous 
employment (i.e., not including unpaid leave). 
 
CRSAC grants salary increases on the basis of job performance as well as available funds. 
Since CRSAC is a non-profit organization, salary increases are not guaranteed. The following 
organizational and financial factors are considered when determining whether or not an 
employee will receive a salary increase: 
 

• Budgeted funds available for increases and anticipated receipt of future grant funding. 
• Employee's overall job performance over the previous twelve (12) months. 

• Changes in the cost of living. 

 
Review of Personnel Actions 

 
Employees may request a review of a personnel action or an unsatisfactory Performance 
Evaluation. Employees are expected to first discuss their concern with their immediate 
Supervisor. If further discussion is desired, the employee may then discuss the situation with  
the Executive Director.  The decision of the Executive Director is final. 
 
Personnel Records 
 
Personnel records are the property of CRSAC, and access to the information is restricted and 
confidential. A personnel file shall be kept for each employee and will contain job related 
information such as job application, offer letter, job descriptions, performance evaluations, 
disciplinary records, records of salary increases and relevant personnel documentation. 
Employees may request to review and obtain a copy of their personnel record by submitting a 
written request to the  Executive Director. Former employees may make only one inspection of 
their personnel file after termination of employment.  CRSAC may require the employee to pay 
the reasonable costs of duplication of documents.  

 
It is the responsibility of each employee to promptly notify his/her supervisor in writing of any 
changes in personal information such as mailing addresses, phone numbers, emergency 
contacts, etc. 
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SECTION IV: EMPLOYEE CONDUCT 

Workplace Violence 

 
Any form of workplace violence towards a CRSAC employee by anyone, including any 
supervisor, co-worker, member, volunteer, or consultant of the CRSAC is strictly prohibited. 
 
Employees must not engage in behavior that is threatening, intimidating or hostile; physical or 
verbal abuse, vandalism, arson, sabotage, bullying, or any other act which in the CRSAC’s 
option is inappropriate to the workplace. In addition, bizarre or offensive comments regarding 
violent events and/or behavior are not tolerated, whether such comments are made in person, 
via electronic messaging (email, text, messaging service), or via posts or comments on social 
media platforms.  
 

An employee who is subjected to any form of workplace violence shall report the incident or 
situation to the Executive Director. Each reported incident will be investigated. Employees in 
violation of this policy will be subject to disciplinary action, up to and including termination. 
 

Firearms and Weapons 

 
The CRSAC prohibits the open and concealed carry of weapons, including but not limited 
to knives, other bladed instruments, handguns and long guns by employees. 
 

Conflict of Interest 
 
The CRSAC strictly prohibits employees from engaging in any activity, practice, or act that 
conflicts or is perceived to conflict with the interest of the CRSAC, including activity that might 
affect, or have the appearance of affecting the employees’ decision or action. Employees and/or 
Board of Directors may not use privileged information gained as a result of their employment 
and/or Board status for personal gain or benefit, or to benefit relatives, friends or acquaintances. 
 

If an employee or board member’s family has an interest (including, but not limited to, serving as 
partner, manager, stockholder or employee) in any business that sells products and or services to 
the CRSAC or if an employee or Board member has information on the Center that may be used 
for personal gain, the employee or Board member shall advise the Executive Director or Board 
President of such interest in writing. The notified official shall determine if a conflict of interest 
exists and shall then notify the employee, the Executive Board or the Board member. If such a 
conflict is found to exist the employee or Board member will be given the option of terminating 
either employment or Board status. Failure to comply with these provisions may result in 
immediate dismissal. 
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Criminal Investigation 
 
CRSAC employees are expected to avoid any conduct, situation or circumstance that may bring 
disrepute to the CRSAC. Any CRSAC employee charged with a criminal offense shall notify the 
Executive Director as soon as practicable and within no more than five calendar days. A criminal 
offense includes misdemeanor or felony, excluding traffic offenses that do not involve alcohol or 
drugs. 
 
Drug & Alcohol Use 
 
While Colorado law permits medical and recreational use of marijuana and other psychedelic 
substances, the CRSAC prohibits any employee from having any detectable amount of alcohol, 
drugs (including marijuana) or controlled substances in the employee’s system while on CRSAC 
time. For the purpose if this policy, “CRSAC time” includes all periods of time when an employee 
is compensated. 
 
In accordance with the Drug-Free Workplace Act of 1988, the CRSAC prohibits the unlawful 
manufacture, distribution, dispensation, possession, or use of a controlled substance (including 
marijuana) during CRSAC time, on Town premises, or at other work sites. Any employee who is 
convicted, or pleads guilty or no contest, under a criminal drug statue for a violation occurring in 
the workplace must notify the Executive Director within five days of such conviction or plea. 
 
An employee may consume alcoholic beverage when his/her normal duties place him/her in 
social, job-related situations where alcohol is supplied, as long as the consumption of alcohol is 
not inconsistent with the safe and efficient performance of the employee’s job duties. This 
applies, for example to, CRSAC authorized conferences, service club banquets or dinner 
meetings. 
 

Excluded from this policy are prescribed drugs when used in the manner, combination and 
quantity intended, unless job performance could be affected. Employees who must use over- 
the-counter or prescription drugs (medical marijuana, psilocybin, and psychedelic fungi are not 
prescription drugs) that may have an effect on job performance, must inform their supervisor 
before starting work. The supervisor  and/or Executive Director, after proper inquiry, which may 
include requiring the employee to provide a doctor’s statement outlining the possible side effects 
of the prescribed drug on job performance, will decide if employee can remain at work and what 
work restrictions, if any, are  appropriate. 
 

If supervisor and/or Executive Director have reasonable suspicion to believe that an employee 
has violated this policy, the employee may be compelled to submit to a drug/alcohol test. 

 
 

CRSAC Property & Systems 

 
CRSAC property, spaces and systems are provided to accomplish job responsibilities. 
Employees using CRSAC equipment, property, systems and access, including CRSAC owned 
vehicles, CRSAC &Town computers systems, communication systems; credit cards, etc. are 
required to do so in a manner consistent with our stated values and should have no expectation  
of privacy. All CRSAC property, along with CRSAC & Town systems may be searched or 
monitored. Employees must exercise care, follow all operating instructions, safety standards and 
guidelines, policies, and comply with all applicable laws. Employees shall notify the 
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Executive Director of any damage, loss, defect, or repair needs of equipment/systems within 24 
hours of the loss or damage, or as soon as practicable. 
 
At the discretion of the Executive Director, employees may use a CRSAC vehicle. The vehicle 
may only be used for conducting CRSAC business. Inappropriate use of an assigned CRSAC 
vehicle may result in disciplinary action or loss of use of the vehicle. The use of a CRSAC 
vehicle is a benefit and assignments may be discontinued or changed at any time. 
 
Employees are expected to exercise discretion and limit personal calls and texts on CRSAC & 
Town owned telephone equipment/systems, including cell phones. Employees may be required 
to reimburse the CRSAC for any charges resulting from personal calls or texts. The use of 
employee paid  postage for personal correspondence is prohibited. Employees should not have 
personal mail delivered to their work address. 
 

Text and Email communications may be public record and subject to public inspection under 
the Colorado Open Records Act. The transmission, downloading, storage or distribution of 
materials containing inappropriate comments which are sexually, racially or ethnically offensive, 
or which contain jokes, slurs or disparagements or threats to others are prohibited. 
 

The CRSAC & Town’s computer network, access to internet, e-mail and voice mail systems are 
business tools intended for employees to use in preforming their job duties. Therefore, all 
documents and files are the property of the CRSAC and the Town. All information regarding 
access to the CRSAC & Town’s computer resources, such as user identifications, modem phone 
numbers, access codes, and passwords are confidential CRSAC information and may not be 
disclosed to non – CRSAC personnel. 
 
All computer files, documents, and software created or stored on the CRSAC & Town’s 
computer systems are subject to review and inspection at any time. This includes web-based 
email employees may access through Town’s system, whether password protected or not. 
Employees should assume that any such information is not confidential, including e-mails either 
sent or received. 
 
Computer equipment should not be removed from the CRSAC premises without approval from 
the Executive Director. The Executive Director may authorize certain employees to remove 
laptops or cell phones on a regular basis if such equipment is required for the employee’s job. 
Upon separation of employment, all communication tools should be returned to the town. 
 

All employees will have to sign the Town’s Electronic Communications Policy. If email is added 
to personal cell phones, the Town’s Mobile Device Policy will also need to be signed. (This is 
attached at the exhibits sections). 
 

Outside Employment 

 
Employment with CRSAC shall be the principal vocation of all full-time employees. Full-time 
employees may engage in outside employment (including self-employment or gig work) 
provided the following conditions are met: 
 

• Work for the outside employment may not be conducted during the employee’s scheduled work 

hours for CRSAC; 

• The employee may not use CRSAC or Town equipment to perform outside employment work; 
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• The outside employment does not interfere with job performance; 

• The outside employment does not conflict with the interest of the CRSAC; 

• The outside employment does not give rise to the appearance of impropriety; and 

• The employee must notify the Executive Director in advance that they have outside employment 

including the details of such work.  

 

Regardless of any outside employment, an employee is expected to exhibit effective job 
performance while working for CRSAC. 
 

Personal Conduct & Appearance 
 
Employees are expected to act in a courteous and efficient manner that reflects favorably upon 
CRSAC and supports the CRSAC’s values. Interpersonal relations should demonstrate tact and 
good judgement. It is expected that employees will project a professional and business-like 
appearance while working and/or attending CRSAC activities. The CRSAC reserves the right to 
define appropriate standards of appearance for the workplace. 
 

Code of Ethics 

 
Employees will not accept commissions, gifts, payments, loans, and promises of future benefits or 
other items of value from anyone who has or may seek some benefit from CRSAC. Nominal gifts 
from members to employees may be accepted (for example, bottles of wine, candy, or small value 
gift cards) if the Executive Director is immediately notified and determines that the employee may 
retain the gift.   
 

Political Activity 
 
“Political activity” means publicizing, supporting, opposing, campaigning for or otherwise 
participating in a candidacy for political office or any political or ballot issue, cause or imitative, 
whether at the local, county, regional, state or federal level, unless such activity is undertaken 
as part of the employee’s authorized job responsibilities. 
 
CRSAC employees are free to participate in political activities as citizens on their own time and 
away from the workplace. Accordingly, employees may not undertake political activity while at 
work or while engaged in CRSAC business outside of the workplace. Employees are also 
prohibited from undertaking any political activity in or around the CRSAC offices or facilities, 
irrespective of whether the employee is on duty or off duty. Prohibited political activity includes, 
but is not limited to: 
 

• Circulating any candidate or issue petitions or literature, or displaying in the workplace 
campaign literature, buttons, placards or similar materials identifying, advancing or opposing a 
candidate or political issue; or 

• Using CRSAC-owned or supported supplies, equipment, facilities or instruments, including 
vehicles, credit cards, copy, machines, printers, faxes, telephones, mobile phones, 
computers, internet or wireless connections or network. 
 

In addition, employees shall refrain from any political activity that would likely give the impression 
that the activity has the endorsement of the CRSAC, such as the use of the CRSAC  logo, seal or 
brand, or statements such as “as an employee of the CRSAC,”  
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Any employee who is subjected to any political activity while at work, pressure or coercion to 
participate on a campaign or ballot issue, shall report the incident to the Executive Director 
immediately. Each reported incident may be investigated. 
Any employee found to be in violation of any provision of this policy may be subject to 
disciplinary action up to and including termination. 

Safety 
 
Employees are required to develop and maintain safe working practices. Any inquiries or reports                      on 
unsafe conditions should be directed immediately to the Executive Director. 
 
Smoking & Tobacco 
 
The CRSAC intent is to provide a safe and healthy workplace, smoking including the use of 
vapes, e- cigarettes and the use of tobacco products are prohibited in the CRSAC, vehicles, Rec 
Center  and Center events. 
 

Non-Disclosure of Confidential Information 
 
Any information that an employee learns about CRSAC, staff, members, clients, volunteers, 
guests, donors and /or visitors, as a result of working for CRSAC that is not otherwise publicly 
available, constitutes confidential information. Employees may not disclose confidential 
information to anyone who is not employed by CRSAC or to other persons employed by CRSAC 
who do not need to know such information to assist in rendering services. 
 

The protection of privileged and confidential information, including trade secrets, is vital to the 
interests and the success of CRSAC. The disclosure, distribution, electronic transmission or 
copying of CRSAC’s confidential information is prohibited. Such information includes, but is not 
limited to the following examples: 

• Compensation data. 

• Program and financial information, including information related to donors, and pending                     projects 
and proposals. 
 

Employees are required to sign a non-disclosure agreement as a condition of employment 
annually. Any employee who discloses confidential CRSAC information will be subject to 
disciplinary action (including possible separation), even if he or she does not actually benefit                              
from the disclosure of such information. 
 
Discussions involving sensitive information should always be held in confidential settings to 
safeguard the confidentiality of the information. Conversations regarding confidential information 
generally should not be conducted on cellular phones, or in elevators, restrooms, restaurants, or 
other places where conversations might be overheard. 

Whistleblower Policy 

Castle Rock Senior Activity Center ("CRSAC") requires directors, officers, employees, and 

volunteers to      observe high standards of business and personal ethics in the conduct of their 

duties and responsibilities. As employees and representatives of the CRSAC, we must practice 

honesty and integrity in fulfilling our responsibilities and comply with all applicable laws and 

regulations. 

Reporting Responsibility 
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This Whistleblower Policy is intended to encourage and enable employees and others to raise 

serious concerns internally so that CRSAC can address and correct inappropriate conduct and  

actions. It is the  responsibility of all board members, officers, employees and volunteers to  

report concerns about violations of CRSAC's policies, including but not limited to confidentiality 

policies and conflict of interest policies, or suspected violations of law or regulations that govern 

CRSAC's operations. 

No Retaliation 

It is contrary to the values of CRSAC or anyone to retaliate against any board member, 

officer, and employee or volunteer who in good faith reports a policy violation, or a suspected 

violation of law, such as a complaint of discrimination, or suspected fraud, or suspected 

violation of any regulation governing the operations of CRSAC. An employee who retaliates 

against someone who has reported a violation in good faith is subject to discipline up to and 

including termination of employment. A board member who retaliates is subject to discipline 

up to and including termination of their board position and of their membership in the 

CRSAC.  

Reporting Procedure 

CRSAC has an open-door policy and suggests that employees share their questions, concerns, 

suggestions or complaints with the Executive Director. If you are not comfortable speaking with 

the  Executive Director or you are not satisfied with their response, you are encouraged to 

speak with any member of the Executive Board of Directors. The Executive Director and all 

supervisors are required     to report complaints or concerns about suspected ethical and legal 

violations in writing to the CRSAC's President, who has the responsibility to investigate all 

reported complaints. 

Compliance Officer 

The CRSAC's President shall serve as the compliance officer, and is responsible for working with 

the Board's legal counsel to ensure that all complaints about unethical, improper, or illegal 

conduct are investigated and resolved. The Compliance Officer will advise the Executive 

Director, Executive Board of Directors, and the Board's legal counsel of all complaints and their 

resolution and will report at least annually to the Treasurer on compliance activity relating to 

accounting or alleged financial improprieties. 

Accounting and Auditing Matters 

CRSAC’s President and/or Executive Director shall immediately notify the Treasurer of any 

concerns or complaint regarding corporate accounting practices, internal controls or auditing and 

they will work with the Finance Committee until the matter is resolved. 

Acting in Good Faith 

Anyone filing a written complaint concerning a violation or suspected violation must be acting in 

good  faith and have reasonable grounds for believing the information disclosed indicates a 

violation. Any allegations that prove not to be substantiated and which prove to have been 

made maliciously or knowingly to be false will be viewed as a serious disciplinary offense. 

Confidentiality 

Violations or suspected violations may be submitted on a confidential basis by the complainant. 

Reports of violations or suspected violations will be kept confidential to the extent possible, 

consistent with the need to conduct an adequate investigation. 
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Handling of Reported Violations 

CRSAC’s President will notify the person who submitted a complaint and   acknowledge receipt of 

the reported violation or suspected violation. All reports will be promptly investigated and 

appropriate corrective action will be taken if warranted by the investigation. 

 

SECTION V: BENEFITS & PROTECTIONS 

Eligibility 
 
Full time employees, working 40 hours a week, are eligible for benefits. Part time employees  
are not eligible for benefits, except for paid sick leave under the HFWA, FAMLI leave, and 
certain state mandated leave as otherwise summarized in this handbook.  
 

Health Reimbursement Arrangement 

 
CRSAC will offer a health reimbursement arrangement program known as a Qualified Small 
Employer Health Reimbursement Arrangement (QSEHRA). Full time employees will be eligible to 
enroll after 90 days of employment. The benefit amount will be determined by the CRSAC Board, 
and current amounts for both single employees and employees with a spouse/partner and/or 
family will be provided upon enrollment.  
 

Life Insurance 

 
CRSAC will offer each full-time employee a $400.00 annual stipend towards a life insurance 
policy of their choosing upon proof of qualifying and signing. Proof of policy needs to be 
provided annually for stipend to be paid. 
 

Retirement Plan 
 
The CRSAC offers a 403 (b) Retirement Plan. Full time employees are eligible for enrollment 
after 90 days of employment. Your supervisor and a plan representative will provide information 
on enrollment. The CRSAC will cash match the donation made by the employee up to 4%. 
 

Workers' Compensation 
 
All employees are protected by our Workers' Compensation insurance policy while employed at 
CRSAC. The policy is available at no cost to you and covers injury or illness resulting from 
legitimate work activities. By law, we are required to report injuries covered under Workers' 
Compensation within twenty-four (24) hours. Please report any on-the-job injury to the 
Executive Director immediately. 
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SECTION VI: LEAVE & TIME AWAY FROM WORK 
 
All Employees 
 
Scheduled Maintenance Closure  
 
The CRSAC may close annually for maintenance. This scheduled time is determined by the 
Executive Director and the Town, and may or may not occur in August, and may be scheduled 
all at once, or a day at a time.   
 

Pay for holidays for part time and full-time employees is set forth below. Employees must be 
employed for 90 days prior to the scheduled closure to receive pay for this period.  
 
Holidays 

 
 The following are official holidays for all CRSAC employees. Our offices will be closed on these 
days: 

• New Year's Day 

• Martin Luther King Jr. Day 

• Presidents Day 

• Memorial Day 

• Juneteenth 

• Independence Day 

• Labor Day 

• Columbus Day aka Mother Cabrini Day  

• Veterans Day  

• Thanksgiving Day 

• Day After Thanksgiving 

• Christmas Eve 

• Christmas Day 

 
If a holiday falls on a Saturday, the office will be closed on the preceding Friday to observe the 
holiday. When a holiday falls on a Sunday, the office will be closed on the following Monday to 
observe the holiday. 
 
 
FAMLI Act Paid Leave Benefits 
 
Starting January 1, 2024, all eligible employees are entitled to up to 12 weeks of paid (through 
state benefits which the employee applies for) family and medical leave per year. Employees with 
serious health conditions caused by pregnancy or childbirth complications are entitled to up to 4 
more weeks of leave per year.   
 
 
Payment benefits for the leave is provided by the State of Colorado through the FAMLI program 
and is funded through payroll taxes paid by the employer and employee. CRSAC currently 
voluntarily pays the employee’s portion of the FAMLI Leave taxes as an additional benefit.  
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Generally, employees are entitled to take leave for birth or adoption of a child, caring for a new 
child during the first year after birth, adoption, or fostering placement, care for an employee with a 
serious health condition, the employee’s serious health condition, or qualifying exigency leave. 
Leave may be taken continuously, intermittently, or in the form of a reduced schedule.  
 
When the need for leave is foreseeable, individuals must provide not less than 30 days' notice prior 
to the start of their planned leave to the CRSAC when practicable and shall make a reasonable 
effort to schedule leave so as not to unduly disrupt the operations of the CRSAC. When the need 
for leave is unforeseeable or providing 30 days' notice is not possible, employees must provide 
notice as soon as possible and have up to 30 days after the leave has begun to apply for FAMLI 
benefits. 
 
Further information on the FAMLI leave program including eligibility, authorized reasons for leave, 
and how to apply for benefits is found in the FAMLI poster posted in the workplace and the 
attachment on the FAMLI leave program, which is attached as an exhibit to this Handbook.  
 
All employees who have worked for the CRSAC for at least 180 days are entitled to return to their 
same or an equivalent position upon their return from FAMLI leave.  
 
All employees seeking FAMLI leave must notify their supervisor immediately or as soon as is 
reasonably practicable regarding the need for such leave.  
 
Employees may choose to use sick leave or PTO off before using FAMLI benefits but are not 
required to do so. CRSAC and employees may mutually agree to supplement FAMLI benefits with 
sick leave or other paid time off in order to provide full wage replacement. 
 
Jury Duty and Court Attendance Leave 
 
All employees are entitled to leave if they are summoned as a trial or grand juror, or subpoenaed to 
appear in court as a witness. Employees shall notify their supervisor as soon as reasonably 
practicable if they are subpoenaed or receive a juror summons, and keep them updated regularly 
as to the anticipated length of their attendance during trial. During particularly busy times, the 
CRSAC may ask you to request a postponement of your juror service.   
 
All employees called for trial or grand jury duty shall be paid their regular wages for the first three 
days of jury service (part time employees will be paid only if the jury service occurs when they are 
scheduled to work). Otherwise, all jury or court appearance leave is unpaid unless the employee 
chooses to use leave otherwise available to an employee (for example, a full-time employee may 
use PTO).  
 
 
 
Military and Civil Air Patrol Leave 
 
All employees who are members of the Colorado National Guard or the Reserves are entitled up to 
three weeks of annual leave to perform required military training.  
 
All employees who are members of the Civil Air Patrol are entitled up to 15 days of annual leave 
when called to serve on a Civil Air Patrol Mission.  
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Employees on Military Leave and Civil Air Patrol Leave are entitled to use unpaid leave, or to use 
any paid leave otherwise available to the employee (for example, full time employees may use 
PTO). 
 
Employees called for military duty or service that would interfere with their scheduled work hours, 
they should immediately notify their supervisor. CRSAC will reinstate employees in compliance 
with the laws established by the State of Colorado and the Uniform Services Employment and 
Reemployment Rights Act (USERRA) regarding military leave.  
 
CRSAC may require the employee to provide copies of orders when military or civil air patrol leave 
is sought.  
 

Voting Leave 

 

All employees are entitled to a two-hour period during the time the polls are open in any federal or 
local election, including political primary or general election. Employees who wish to leave work to 
vote MUST apply to their supervisor for the leave of absence no later than the day before the 
election—no leave will be granted if leave is requested on election day (NOTE: Colorado does not 
require this leave and it will not be provided if there is at least a 3-hour window of time between 
the employee’s scheduled work hours and the closing or opening of the polls). 

 

Qualified Volunteer Service in a Disaster Leave  

 
Employees who are qualified volunteers who are called to service by a volunteer organization 
during a disaster are entitled to a leave of absence for the time there are serving, not to exceed 15 
total work days annually. The employee must provide proof that they are a qualified volunteer, and 
must return to work as soon as is practicable after being relieved from emergency volunteer 
service. The CRSAC is not required to grant this leave to more than 20 percent of its employees on 
a given work day. Such leave is unpaid unless the employee chooses to use leave otherwise 
available to an employee (for example, a full-time employee may use PTO).  
 
Part Time Employees Paid Leave 
 
Sick Leave 
 
Beginning on January 1, 2022, part time employees are eligible for sick leave, under the Colorado 

Healthy Families and Workplace Act. Employees can use accrued leave for the following safety, 

health, or bereavement needs: 

 

• A physical or mental illness, injury, or heath condition that prevents work, including 

diagnosis or preventative care; 

• Domestic abuse, sexual assault, or criminal harassment leading to health, 

relocation, legal, or other service’s needs; 

• An employee has a family member experiencing a condition described above;  

• To grieve, attend funeral services or a memorial, or address financial and legal 

matters that arise after the death of a family member; 

• To care for a family member whose school or place of care has been closed due to 
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inclement weather, loss of power, loss of heating, loss of water, or other unexpected occurrence or 

event that results in the closure of the family member’s school or place of care; or 

• To evacuate the employee’s residence due to inclement weather, loss of power, 

loss of heating, loss of water, or other unexpected occurrence or event that results in the need to 

evacuate the employee’s residence. 

 

All part-time employees earn one hour of paid sick leave for every 30 hours worked up to 48 

hours a year. Up to 48 hours of unused accrued leave carries over for use the next year, but an 

employee cannot accrue or use more than 48 hours of paid leave in a year.   

 

During a declared public health emergency, supplemental leave is provided. For details, please 

see the Healthy Family & Workplaces Act Poster posted in the workplace.  

 

Paid time off pay can be used in hourly increments. Paid leave must be accrued before it is taken. 

Foreseeable leave (e.g., use for medical appointments or scheduled proceedings) should be 

scheduled in advance with the Executive Director and to the extent possible should not conflict with 

the work requirements of the CRSAC. Employees are not required to disclose details of the reason 

for the requested leave.    

 

Accrued sick time is NOT paid to employee upon leaving the organization. 

 

 

Pay During Holidays, Scheduled Maintenance Closure, and Unexpected Closures 

 

If a holiday, scheduled maintenance closure, or unexpected closure of the CRSAC (for example, 

due to weather or equipment failure) falls on a part-time employee’s scheduled work time, the 

employee will receive holiday or other pay for their scheduled hours. (For example, if part time 

employee normally works 4 hours on Tuesdays and Thursday, they would receive 4 hours pay for 

the Thanksgiving holiday) 

 

Full Time Employees 

 
Paid Time Off (PTO) 

We encourage employees to take vacations to refresh themselves and to ensure the high 
quality of their work. The CRSAC uses an integrated Paid Time Off (PTO) plan inclusive of 
vacation, paid sick leave and personal time. This pool of time off offers full time employees 
flexibility to support their work life balance. 
 
Full-time employees are eligible PTO each year, prorated based on the employee’s date of hire. 
PTO is accrued on a monthly basis at the rate below per two-week pay period. (An adjustment 
will be made on the 26th pay period to the rate of accrual to reflect the PTO days per year.) 
 
This policy applies to all full time (40 hours/week) employees and covers the calendar year January 
1 – December 31. 
 
Total PTO will be 17 days a year, at an accrual rate of 5.23 hours per pay period or as per 
the chart below. This PTO includes, and meets the requirements that all employees receive  
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up to 48 hours of paid sick leave per year (or more during a declared public health 
emergency)  
 
Rates as Follows and Based on Years of Service 

Years of Service Accrued Hours      Accrued Days 

1-4 Years 5.23 hours 17 days 

5-14 Years 6.77 hours 22 days 

15-24 Years 8.31 hours 27 days 

25 – More Years 9.85 hours 32 days 

 

Accrued PTO carries over and may be used in subsequent years based on the following 
years of service. An employee cannot accrue more than the total number of days of PTO 

indicated below: 

 

                          Years of Service        Total Accrual 

         1-4 Years       22 days 
                             5-14 Years     29 days 
                             15-24 Years     37 days 

                              25 – More Years    44 days 

 
Employees begin to earn PTO time on your first day of employment and can use any PTO 
accrued and is not to exceed the amount accrued.  

         Employees should consider keeping 2-3 days of PTO in “reserve” for unexpected absences 
such as emergencies or illnesses. 

 
PTO may be used in quarter-hour increments.   
PTO will not count as hours worked for overtime purposes.  
PTO must be earned before it is taken. PTO requests for “unpaid time off” are not authorized 
and will be denied, or if the reason for the requested leave is covered, taken as FAMLI leave. 
 
If the Center is closed due to weather or other reason when PTO is scheduled, the PTO time will 
remain as used and must be recorded in the employee’s time sheet.  
 
An employee seeking to use PTO for emergencies or illness must notify the immediate 
supervisor as soon as possible and     generally no later than an hour after the start of the work 
shift.  
 
Otherwise, use of PTO requires the prior approval of the Executive Director at least 14 days in 
advance. The Executive Director will review requests and approve, deny, or defer PTO based on 
CRSAC’s business needs and staffing requirements.  
 
When employees leave the organization, employees will be paid for any accrued unused PTO. 
 
Scheduled Maintenance Closure 
 
Full-time employees who have been employed for at least 90 days before the scheduled closure 
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are entitled to be paid for up to 3 days annually when the CRSAC is closed for scheduled 
maintenance. 
 
Holiday Pay 

 
Full time employees are eligible to be paid for the thirteen observed Holidays when the office 
is  closed. 
 

 
Short Term and Long-Term Disability 
 
Please see the provisions of the FAMLI Leave Act. Beyond the FAMLI Leave act, the CRSAC does 
not provide additional short- or long-term disability leave.  

 
Family and Medical Leave Act and Colorado Family Care Act 
 

The CRSAC is not subject to the provisions of the Family and Medical Leave Act, but is subject to 
the Colorado Family Care Leave Act. FAMLI Leave is designed to run concurrently with Colorado 
Family Care Leave.  
 
Maternity Leave 
 
Employee leave for childbirth, adoption, and care of a new child is provided under the FAMLI 
Leave Act program and requirements.   
 
In addition to FAMLI benefits, full-time employees may use accrued PTO and part-time 
employees may use sick leave to cover pay during any such leave, but the length of such leave 
shall not exceed the 12 (or 16 under certain circumstances) weeks authorized by the FAMLI 
Leave program.  
 
Bereavement Leave 
 
Full time employees may generally be granted up to 5 workdays off with pay in the event of a 
death of a family member, at the discretion of the Executive Director. An employee may use 
accrued PTO time for additional time off, as approved by the Executive Director. 
 
Employees seeking time off for Bereavement Leave need to receive advance approval from 
their supervisor before taking the time off. 

 

 
Emergency Leave 
 
Emergency leave without pay for reasons beyond FAMLI Leave may be granted at the 
discretion of the EBOD. In determining whether to grant emergency leave, the EBOD may take 
into account CRSAC business needs, staffing requirements, your attendance record,   length of 
employment, performance and reason for the requested leave. Emergency leave is   defined as 
unavoidable circumstances, which require the employee to be absent from work.  
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Closure of CRSAC Facilities 

 
In the event the Executive Director closes the CRSAC facilities due to inclement weather or any 
other reason, full time employees scheduled to work are expected to work remotely during those 
days, and therefore such days will be compensated as regular work days. If any employee is off 
of work for full or part day (for example, on PTO leave), it will not be considered a work day and 
PTO time must still be used. 

 

SECTION VII: TRAINING 

Training 

 
Training opportunities must be related to the employee’s current job, or reasonably anticipated 
growth opportunity within the CRSAC, and may be defined as part of the employee’s 
performance goals in the performance evaluation process. Approval of all training is at the 
discretion of the Executive Director. 

 

SECTION VIII: PROBLEM SOLVING 

The CRSAC encourages employees to work directly with their immediate supervisors to resolve 
any work-related concerns. 

The personnel policies of the CRSAC are established by the EBOD, which has delegated 
authority and responsibility for their administration to the Executive Director. The Executive 
Director may, in turn, delegate authority for administering specific policies. Employees are 
encouraged to consult the Executive Director for additional information regarding the policies and 
procedures described in this Handbook. Questions about personnel matters also may be 
reviewed with the Executive Director. 
 

The CRSAC Executive BOD serves as the Human Relations Resource for the Center 

 

 

SECTION IX: DISCIPLINE 

It is the responsibility of each employee to uphold the values of the CRSAC and to maintain a 
standard of conduct and performance essential for efficient, effective and safe operation of the 
CRSAC. When employee conduct or performance falls short of standards or expectations, they 
may be subject to disciplinary action. Disciplinary action may take the form of a verbal warning, 
written reprimand, suspension, involuntary demotion, or termination depending on the 
circumstances. There is no express or implied right to receive corrective action, counseling, 
notice or hearing prior to or in conjunctions with any disciplinary action. Action taken by the 
CRSAC in one case does not establish a precedent with respect to any other case. 
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SECTION X: SEPARATION 

Separation Date 

 
An employee’s separation date will be recorded as their last day the employee actually worked. 

Resignation 
 
Employees are free to end their employment relationship with the CRSAC at any time with or 
without notice or reason. When an employee resigns from CRSAC, it is expected that he/she 
will provide a minimum of notice. 
Non-Exempt employees, we request a 2-week notice. 
Exempt employees, we request a 30-day notice (EBOD will accept a reduced notice in the 
event of a life changing event) 
A written letter of resignation must be submitted to your supervisor. Before an employee’s last 

day of work, all CRSAC property must be returned including keys, credit cards, computer 
equipment, and all documents issued to you during the course of your employment. 

 
An employee will be considered to have voluntarily resigned from his/her position: 

• If an employee does not return from a Leave of Absence. 

• Turns down a comparable position offered upon return from a Leave of Absence. 

• Have an unexcused or unreported absence of 2 consecutive days. 

 
Termination 
 
Employment with the CRSAC is “At-Will”. CRSAC employees do not have a right to any  
disciplinary procedures prior to termination. 

 
The Executive Director and/or EBOD may recommend that an employment relationship be 
ended at any time with or without notice or reason. The Executive Director and/or BOD shall 
review all proposed disciplinary and termination actions. 
 
When an employee’s job performance is not meeting performance expectations or engaging in 
unacceptable or counterproductive behavior, the employee will be given an opportunity to 
improve his or her performance or behavior to the expected levels. In some situations, the 
severity or frequency of the performance/behavioral issues may require immediate termination. 
Examples of performance/behavior that can result in immediate termination of employment  include, 
but are not limited to: 

• Breaching confidentiality. 
• Theft—including, but not limited to, the removal of CRSAC property or the property of 

another employee from CRSAC premises without prior authorization. 
• Walking off the job without supervisory approval. 
• Working for another employer while on a leave of absence without the prior consent 

of CRSAC. 
• Fighting, roughhousing, abusive language, or conduct that is hostile or disrespectful 

toward a coworker, supervisor, board member, volunteer, or any person associated with or 
served by CRSAC. 

• Disregarding established safety procedures; knowingly creating an unsafe work 
situation for self or any coworker. 
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• Falsifying or altering records, documentation or time sheets. 
• Refusing to perform a work-related duty when directly instructed to do so by a 

supervisor. 
• Unauthorized use or dissemination of proprietary or confidential information. 

• Violating CRSAC’s equal opportunity or harassment policies. 
• Unauthorized use of CRSAC’s property, including vehicles. 
• Falsifying or withholding information on your employment application that did or 

would have affected CRSAC’s decision to hire you. 
• Performance at work below a level acceptable to CRSAC or the failure to perform 

assigned duties. 
• Failure to complete required time records or falsification of such time records 
• Refusing to work reasonable overtime in accordance with your job description. 
• Negligence in the performance of duties likely to cause or actually causing personal 

injury or property damage. 
• Destroying or willfully damaging the personal property of another, including CRSAC’s 

property. 
• Engaging in discriminatory or abusive behavior, including sexual harassment. 
• Unauthorized absence from work without proper notice. 
• Excessive tardiness or absenteeism whether or not excused. 
• Carrying or possessing firearms or weapons on CRSAC property. 

• The possession, use, sale or being under the influence of drugs or other controlled 
substances or alcoholic beverages during working hours or on CRSAC premises or activities. 

 
Job Elimination and Layoffs 
 
Given the realities of the nonprofit sector, cutbacks or job reductions may be unavoidable due to 
changes in programs, funding, or forces beyond our control. CRSAC will strive to minimize the 
negative impact on current employees if a reduction in the workforce becomes necessary. 
 
In the case where a program may have to be reduced in size or eliminated entirely, CRSAC will 
reduce staff progressively, using the following steps: 

• Voluntary reductions in staff size. This includes employees who agree to early 
retirement, a Leave of Absence, or a reduction in hours. 

• Attrition. 
• Possible elimination of part-time positions before full-time positions. 
• Transfer of employees to other vacant positions within our operations, provided they 

meet the minimum qualifications of the positions. 

 
When determining which employees are laid off, the CRSAC may implement a seniority system 
giving consideration to such factors as the following, among others: 

• Performance evaluations. 
• Length of service. 
• Job specialty, responsibilities, and special skills. 
• Supervisory input. 

All affected employees will receive notice of a layoff in writing at least thirty (30) days prior to the 
layoff date. Employees who receive shorter notice will receive pay in lieu of notice for the 
difference between receipt of actual notice and thirty (30) days. Laid-off employees will be paid 
for any accrued, unused vacation time. Full time employees who are laid off will also receive 1 
week of severance pay for every full year of service. 
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Return of Property 
 
All employees are responsible for the CRSAC owned property, materials and written information 
issued to them. All CRSAC owned property must be returned to the CRSAC on or before the 
employee’s last day of work. Where permitted by law, the CRSAC may withhold the cost of any 
items not returned or for any monies due to the CRSAC from the employee’s final paycheck. 
The CRSAC also may take any action deemed appropriate to recover or protect its property. 

 
All equipment, property and work products that may be issued to them and/or are in their 
possession or control, including but not limited to: 

• Telephone cards. 

• Credit cards. 

• Identification badges. 

• Office/building keys. 

• Office/building security passes. 

• Computers, computerized disks/flash drives, electronic/voicemail codes. 

• Intellectual property (i.e., written materials, work products, etc.) 
 
Final Paychecks 
 
Final paychecks will be processed with the next regular payroll cycle. 
 
W2s 
 
All previous employees are asked to keep CRSAC apprised of their current address to receive 
W-2 forms and other important information. 
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Town of Castle Rock  

Electronic Communications Policy 
 

PURPOSE 

The purpose of this policy is to provide an electronic communications usage policy for the Town of Castle Rock 

(the Town) to protect its’ information systems from potential threats, vulnerabilities, and data loss, while 

also describing the responsibilities of the Town’s employees (users), contractors, volunteers, or business 

partners. 

 

SCOPE 

This policy applies to all Town users and covers accessing and using the Town’s electronic computing 

technologies, including but not limited to: 

a) Network - any circuit used to exchange information within the Town or externally, and includes 

hardware and software necessary to use the network. 

b) Hardware – including but not limited to: desktop computers, laptops, mobile computing devices, 

remote and centralized servers, network equipment, and telephony equipment. 

c) Software applications – including software developed in-house and purchased commercially. 

d) Software as a Service (SAAS) - is a software delivery method that provides access to software and 

its functions remotely as a Web-based service examples include but are not limited to Office 365, 

OneNote, and Box.  

POLICY 

The security and availability of the Town’s information systems and data — in any media or format — is 

vital to the success of the Town’s mission. Therefore, the Town shall establish and maintain a 

comprehensive Town-wide Electronic Communications Policy detailing acceptable use and behavior 

necessary to protect the Town’s Information Technology (IT) infrastructure and data.  

 

To ensure adequate protection and maximum system performance of Town owned, leased and operated 

information resources, the Town has established this policy governing the use, storage, distribution, 

disclosure and access of electronic communications.  

 

 All electronic communications and electronically stored information are the property of the Town 

regardless of their physical location or the form in which they are maintained.  Electronic communications 

equipment and systems are provided as a business tool and employees have no expectation of privacy while 

using Town owned equipment and systems.  All data received, transmitted or stored is subject to this policy. 

Employees are responsible for using these resources in an efficient, effective, ethical and lawful manner 

that supports the Town values.  All communications and stored information may be subject to public record 

and are subject to the mandatory disclosure requirements of the Colorado Open Records Act.  

 

All Town CORA requests involving the identification and extraction of Town data will be requested by the 

Town Attorney or Town Clerk’s office for DoIT to process.  DoIT will manage all email CORA requests 

through in-place eDiscovery and email litigation holds.  DoIT will also process all data related CORA 

requests through advanced network searches. 

   

At the department director’s discretion, employees may use the Internet, email, and other electronic 

communications for an appropriate amount of personal use. Employee personal use of the Internet and 

approved communication tools is subject to all provisions of this policy.  

 

 

http://www.webopedia.com/TERM/S/software.html
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DEFINITIONS  

User: Anyone using the Town communication systems including, but not limited to, full-time, part-time, 

seasonal, interns, and temporary employees, members of Town boards or commissions, volunteers, 

consultants, contractors, and members of the Town Council. 

 

Mass Email Approvers:  All internal mass email must be previously approved to content prior to sending, 

by one of the following Town representatives:  Town Manager, Assistant Town Manager, Human 

Resources Manager, Community Relations Manager, Police Chief, Fire Chief, or the Chief Technology 

Officer. 

 

Mass email: Any email sent to a group larger than 100 individuals, also referred to as “bulk email.”   

 

Electronic communications: Technologies used to transfer messages and information, including email, 

instant messaging, voice message, phone, Internet web pages and peer-to-peer exchange.   

 

Electronic snooping: Unauthorized use of or attempt to use another user’s password, attempt or entry of 

the computer files and communications of another, or the unauthorized entry or attempt to enter the 

encrypted storage of email messages without the user’s consent.  Electronic snooping includes using your 

own network ID to access information you do not have a business need to access, view, print, or store.     

 

Electronic tampering: Unauthorized interference with or changing of another user’s password, computer 

files and communications, or storage of messages. 

 

Spam: Unsolicited communication selling products or services.  

 

Data communication networks (Networks): Any data Network, Network devices and protocols owned, 

leased and/or operated by the Town, including, but not limited to, the Local Area Network, Commercial 

Messaging Services Network, Microsoft Exchange Network, Enhanced Services Network, Gateway 

Services Network, Operation Readiness Lab, Wireless Local Area Network, Dedicated Customer Network 

Connections, and Wide Area Network.  Network devices include, but are not limited to, hubs, switches, 

routers, firewalls, Virtual Private Network servers, CSU/DSUs, Wireless Access Points, modems, Load 

Balancing devices, Network Monitoring tools/devices, and physical cabling (CAT5, fiber, etc.). 

 

Sensitive data: All Town data, on any storage media or in any form or format, which requires protection 

due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction 

of the information. The term includes information whose improper use or disclosure could adversely affect 

the ability of the Town to accomplish its mission, proprietary, records about individuals requiring protection 

under various confidentiality provisions such as the Payment Card Industry (PCI), the Health Insurance 

Portability and Accountability Act (HIPAA), and information that can be withheld under the Colorado 

Open Records Act. Examples of Town sensitive information include the following: individually-

identifiable medical, benefits, and  personnel information, security measures, financial, budgetary, quality 

assurance, confidential commercial, critical infrastructure, investigatory, and law enforcement information, 

information that is confidential and privileged in litigation such as information protected by the deliberative 

process privilege, attorney work-product privilege, and the attorney-client privilege, and other information 

which, if released, could result in violation of law or harm or unfairness to any individual or group, or could 

adversely affect the Town. 

Protected Health Information (PHI) – PHI is any information in the medical record or designated record 

set that can be used to identify an individual and that was created, used, or disclosed in the course of 

providing a health care service such as diagnosis or treatment or will be used for healthcare services, such 
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as treatment, payment or operations. 

 

Card Holder Data – Includes the following information from a credit card or debit card.  Primary 
account number, Cardholder Name, Service Code, Expiration Date.   

Sensitive Authentication Data – Full track Data, CAV2/CVC2/CVV2/CID (3–4-digit value printed 
on the back of the card), Personal Identification Number (PIN)  

 

INAPPROPRIATE AND PROHIBITED USE  

The following are inappropriate and prohibited uses of Town owned, leased and operated 

information resources:   

1) Creating, transmitting, downloading, retrieving, distributing or storing electronic communications 

of a threatening, harassing, discriminatory, obscene, vulgar, or a profane nature; or which are 

sexually, racially or ethnically offensive; or violate federal, state or local law.  

 

2) Using Town computers or equipment for political activity unrelated to officially-sanctioned Town 

business.    

 

3) Electronic snooping or tampering except as authorized by the Town Attorney, Town Manager, 

Chief of Police, or Human Resource for investigation of activities related to law enforcement, 

system security, and/or employee investigations matters.  

 

4) Sending communications for another user using the “proxy” or “delegate” rights in email without 

verbal or written authorization by the employee or employee’s director or supervisor who allows 

the “proxy” or “delegate” rights. 

 

5) Installing unapproved and/or personal hardware or software on Town owned or leased equipment. 

   

6) Use of pirated or illegally obtained software on any Town information system is strictly prohibited. 

To ensure compliance with software copyright and licensing agreements, DoIT appointed staff shall 

conduct computer audits no less than annually.  DoIT has the authority to remove or disable any 

unapproved or pirated software found. 

 

7) Sending, taking or transferring sensitive data to a system outside of Town network without 
DoIT approved encryption or other HIPAA (Healthcare Information Protection and Privacy 
Act) approved methods.  Prohibited methods include but are not limited to transfer 
methods like unencrypted email, mobile devices, USB drives, disks, FTP, Telnet, 
unapproved cloud storage (i.e., Drop Box, personal Google Drive) etc. 
 

8) Copying, moving, or storing of cardholder data onto local hard drives and removable 
electronic media.  Storing of sensitive authentication data in any form electronic or paper 
is strictly prohibited. 
 

9) Unencrypted, sensitive data residing on any non-Town owned computers or electronic 
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devices.    
 

10) Downloading files larger than 100MB at any time for non-business-related purposes.  If large 

transfers are needed for business related purposes, consideration should be taken to perform the 

transfer at the end of the day. 

 

11) IT systems or devices not specifically purchased or authorized by the Town Chief Technology 

Officer (CTO) are prohibited from being connected to the Town’s local area network or any Town 

information system. This includes, but is not limited to, software applications, zip drives, thumb 

drives, external hard drives, CD burners, and all hardware such as PCs, laptops, mobile computing 

devices, scanners, and printers. 

 

12) Peer-to-Peer (P2P) software/service connections (where a computer or server acts as a sharing 

device for users outside the Town’s network) are strictly prohibited. These connections allow for 

unauthorized access to Town systems and information. 

 

13) Town users are strictly prohibited from downloading and using any hacking type tools, network 

scanning software, or password crackers unless specifically approved and authorized by the CTO 

in writing.  Penetration testing, vulnerability assessments, sniffing, or any other security audit type 

activities are prohibited, except by the CTO or designee explicitly authorized to perform such 

activities 

 

14) Connecting Ad-hoc or unapproved wireless access points, modems or other network 
connections in a manner to circumvent Town access controls, firewalls or filters is 
specifically prohibited. Also, modifications to any part of the Town’s network are prohibited 
and is cause for disciplinary action up to and including termination of employment. 
 

15) Dual network attached devices are prohibited.  The simultaneous physical connection of 
a Network host or device to two or more Networks with different security requirements is 
prohibited, unless a Town owned, leased and operated firewall is used to validate and 
restrict communications between the Networks. 
 

16)  No attempts should be made to circumvent Network login or security systems through physical or 

programmatic changes.  Some examples of prohibited Network connections are as follows: 

a. Connecting an unauthorized personal computer to the Network. 

b. Connecting an authorized computer to the Networks but with disabled antivirus, firewall 

or Spyware protection. 

c. Making any Software modification to Town systems to avoid login and other security 

requirements. 

d. Modifying or deletion of any log files that record login activity. 

 

 

 

INFORMATION SECURITY STANDARDS  

The Town will implement security controls to protect information systems and data from individual and 

environmental threats. Town users accessing the Town network, hardware and software must make every 

effort to protect Town information systems and devices within their control. 

 

Town users are responsible for protecting the IT equipment located within their work areas and any equipment 

used when working remotely.  Town-owned equipment is for authorized use only.  Town users are required 
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to implement physical safeguards for all equipment that accesses Town sensitive information. Equipment 

must be properly safeguarded and protected to reduce risks from environmental threats and hazards, as well 

as opportunities for unauthorized access, use, or removal. Such safeguards include, but are not limited to, 

the following: 

 

1) To the extent possible, computer monitors will be positioned to eliminate viewing by unauthorized 

personnel. When computer monitors cannot be positioned to eliminate viewing by unauthorized 

personnel, a privacy screen, which allows viewing only from straight-on, will be used. 

 

2) Town users are required to lock their PC, laptop, or mobile computing device when the device is 

no longer within line of sight.  At the end of the workday, Town users must log off their 

workstations.  The Town may employ access time and system locking (screensaver) procedures to 

protect against unauthorized use of Town information systems and to conserve power. 

 

3) Town users must utilize strong passwords and have a responsibility to protect system passwords 

by not sharing passwords with anyone.  Town users must change passwords immediately if a 

password is discovered to be compromised or if the user, DoIT staff, or an employee’s supervisor 

suspects a password has been compromised.  Passwords must be secured at all times from 

unauthorized access, passwords shall not be written down and left under keyboards in drawers or 

other unsecure areas. Enabling the “Save Password Option” is strictly prohibited.  

 

4) All Town users are responsible for protecting Town information and technology assets from 

inadvertent or deliberate misuse, fraudulent use, improper disclosure, or destruction. 

 

5) All devices that connect to any Town information system, either on site or from a remote location, 

must be updated with the latest approved security patches, and malware or anti-virus protection. 

 

6) When no longer needed, Town sensitive information must be destroyed by a method rendering it 

unreadable, undecipherable, and irretrievable. 

 

7) Acceptable mass distribution may include work-related social events such as lunches, 

retirement, birthdays, and notices of bereavement, previously approved by the Mass Email 

Approvers.  

 
8) Employees wanting to post personal messages or those of general interest, including personal “for 

sale” notices, ticket sales, advertisements, and other unsolicited email unrelated to work should be 

directed to selected recipients only, not to any mass distribution lists.    Exceptions, however, may 

be requested of the Mass Email Approvers. A request form is available at 

CastleRockDepot.com/Email Request. 

 

 

9) All networks and network devices are subject to monitoring for evidence of abuse, unauthorized 

use and access, as well as for troubleshooting purposes.  Only authorized DoIT and SCADA staff 

is allowed to monitor network traffic.  

 

10) DoIT is responsible for any and all updates, installation and management of Town computers, 

phones, mobile devices, software applications and network changes. DoIT staff or their designees 

are the only authorized personnel to install and update software. 
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11) Only DoIT and authorized SCADA personnel are authorized to modify the Town’s Network 

infrastructure.  This includes connecting and/or disconnecting Network devices such as wireless 

access points, hubs, switches, routers, firewalls, etc.  

 

12) Modifications to network devices include, but are not limited to switches, routers, firewalls, Virtual 

Private Network servers, wireless devices, access control devices; security cameras must follow 

the DoIT change control procedures. 

 

13) All remote access to Town systems is subject to this policy and must be pre-approved by the 

employee’s manager and the CTO.  Remote access includes connectivity via any solution, which 

allows access from computers outside the Town IT infrastructure to a computer inside the Town IT 

infrastructure. 

 

14) Portable and/or mobile computing devices are not allowed access to any Town network without 

first meeting Town security policies procedures, and configuration standards.  These include (when 

technically possible) scanning the device for malicious code, updating virus protection software, 

scanning for critical software updates and patches, encryption and passcodes, conducting primary 

operating system (and possibly other resident software) integrity checks, and disabling unnecessary 

hardware (e.g., Bluetooth) when not needed.  The only exception to this policy is access to the 

Town provided Guest Wireless. 

 

15) The connection of any external employee, vendor, contractor, supplier, and agent or 
customer to the Network must meet the following specific conditions before connectivity 
is established:   

a. Have updated anti-virus protection and updated anti-spyware protection. 

b. Be implemented only to meet a stated specific business need. 

c. Requests must originate from the Town entity responsible for addressing this particular 

business need. 

d. Be reviewed by the CTO to ensure that control measures are included to minimize security 

exposures to the Town. 

e. Be reviewed on an annual basis to ensure that a business need still exists for the connection. 

 

ELECTRONIC MAIL (EMAIL) 

Email shall be used for authorized Town purposes and shall contain only non-sensitive information unless 

the information is appropriately encrypted.  Email users must exercise common sense, good judgment, and 

propriety in using the Town’s electronic communication technologies.  Town users have no expectation of 

privacy or confidentiality when using a Town issued email account and/or Town email system(s).  For 

technical issues or investigative purposes, Town email accounts or system(s) may be subject to review.  

Such technical issues or investigations include but are not limited to email or email account restoration, 

troubleshooting email client issues (i.e., Outlook), Human Resource investigations, or law enforcement 

investigations.  Such reviews will be handled in accordance with appropriate policies and laws.  Electronic 

mail messaging shall be used in accordance with the following guidelines: 

 

1) To ensure the integrity of the Town’s email communication system, employees shall not intercept 

or assist in intercepting email communication unless authorized to do so by the Human Resources 

Manager or his/her designee in writing.   

 

2) Auto-forwarding of email messages to addresses outside the Town’s network is strictly prohibited. 
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3) Misrepresenting, obscuring, or suppressing a user’s identity in the “From:” line of an email message 

or information system is prohibited.  The user’s name, email address, organizational affiliation, and 

related information included with an email message or posting must reflect the actual originator of 

the message or posting.  This does not include deleting information within the body of an email 

when replying or forwarding information. 

 

4) Message Content – All messages shall be conducted in a professional manner and the message shall 

not: 

a. contain profanity, obscenities or derogatory remarks; 

b. contain obscene, pornographic or sexually suggestive materials; 

c. be used to discriminate against any person or group on the basis of race, national origin, 

gender, age, sexual orientation, religion, socioeconomic status, or disability;  

d. be used to promote religious or political beliefs; 

e. be used to harass and/or threaten others; 

f. be used to intimidate others or to interfere with a person’s ability to perform his or her job 

duties; 

g. involve the creation and exchange of advertisements, solicitations, chain letters or other 

unsolicited email; 

h. involve the creation and exchange of information in violation of any copyright laws. 

 

5) Care should be taken in opening any email message if the Town user is not familiar with the 

message sender. Opening files, attachments, or clicking web links inside of electronic 

communications from a suspicious source, or where the attachment is unexpected.  It is 

recommended that employees contact the sender to verify the attachment before opening the 

document or file. Users should delete these types of email or open a service ticket for DoIT to take 

appropriate action. 

 

6) It is necessary for DoIT staff to use software to monitor the activity of user’s IDs.  It may also be 

necessary for technical support personnel to review the content of an individual employee’s 

communications during the course of problem resolution or to ensure the ongoing availability and 

reliability of the email system(s).  However, under no circumstances may technical support 

personnel review the content of an individual employee’s communications except to enforce 

provisions of this policy and as approved by the Human Resources Manager or his/her designee.   

 

7) Sending mass communications with the purpose of advertising a product or a paid product without 

including an opportunity for the recipient to opt-out of receiving future similar email messages. 

Any mass communication must have an effective process to track opt-outs and ensure that future 

similar emails will not be sent.   

 

8) Sending an external mass communication to 500 or more email addresses without coordinating 

with DoIT.  Mass external emails with greater than 500 recipients, requires a special sending 

process to avoid loss of service by Internet providers. 

 

Retention of Electronic Communications 
Email, calendar items, tasks and contacts are not backed-up on a permanent basis.  The Town 
stores email only to the degree required by HIPAA, PCI and other regulatory compliance and 
that allows DoIT staff to restore the system in the event of a failure and for disaster recovery. No 
mechanism is available to recover individual deleted email. 
 

It is the user’s responsibility to determine if email needs to be retained for regulation or other 
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important reasons.  If any email is of critical importance, it should be saved by the user as a file 
on a network drive or be printed for hard copy filing.   

 

Email messages that are routine in nature and not part of any legal, financial or public policy decision and 

have no informational value for the long-term success of the Town, should be deleted as soon as they have 

served their purpose.  

 

All employees are required to understand and comply with the Town’s Email Retention Policy, which 

provides further information regarding managing email used in the course of the Town’s business 

operations to develop more efficient and uniform practices related to electronic mail. 

 

INFORMATION SECURITY INCIDENTS 

An information security incident is a computer, network, or paper-based activity that results (or may result) 

in misuse, damage, denial of service, compromise of integrity, or loss of confidentiality of a network, 

computer, application, or data.  Information security incidents may also include threats, misrepresentations 

of identity, or harassment of or by individuals using these resources. 

 

All incidents related to information security shall be reported immediately to the user’s supervisor and the DoIT 

Service Desk so appropriate action can be taken.  Colorado Revised Statute § 6-1-716 requires notification 

to an individual should a breach of Personal Identifying Information occur.   

 

Personal Identifying Information, (PII) means a Colorado resident's first name or first initial and last name in 

combination with any one or more of the following data elements that relate to the resident, when the data 

elements are not encrypted, redacted, or secured by any other method rendering the name or the element 

unreadable or unusable: 

• Social security number; 

• Driver's license number or identification card number; or 

• Account number or credit or debit card number, in combination with any required security 

code, access code, or password that would permit access to a resident's financial account. 

 

Personal Identifying Information' does not include publicly available information, which is lawfully made 

available to the general public from federal, state, or local government records or widely distributed media. 

 

Town users must immediately report any incident of theft, loss, or compromise of Town sensitive 

information or information systems to the user’s immediate supervisor and the DoIT Service Desk to take 

appropriate actions. 

 

If a compromise of ePHI, PCI, or PII has occurred, appointed investigative team members will examine the 

details surrounding the incident ensuring information and systems are not compromised.  If the incident is 

believed to involve criminal activity, the CTO or ISS will contact local law enforcement.   

The ISS will track and document information system security incidents on an ongoing basis. 

Personnel will be provided training by DoIT on their incident response roles. 

 

UNAUTHORIZED ACCESS 

Unauthorized access is defined as any access to ePHI, PCI, or PII or any other Town data that violates 

applicable federal or state privacy or confidentiality statues.  Unauthorized access to ePHI, PCI, PII or any 

other Town information may include access  
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• by an unauthorized user, that is, someone who does not have Town permission to access 

the information, or 

• by someone who has met all requirements to access the data, but accesses ePHI, PCI, or 

PII for an unauthorized purpose.  

 

All Town users should be alert to their surroundings and report immediately any suspicious activity or 

suspected incidents to their immediate supervisor and the DoIT Service Desk. 

 

TOWN OF CASTLE ROCK SYSTEM ACCESS 

The Town may access Town owned, leased and operated information resources as follows:   

1) The Town may use systems to automatically remove incoming or outgoing communications, 

including email, voice messages, web pages, instant messaging, peer communications, and others 

containing threatening, harassing, discriminatory, obscene, vulgar, or a profane content including 

those that violate federal, state or local law; or which are sexually, racially or ethnically offensive.   

 

2) The Town may monitor filtered email to determine if valid communications have been accidentally 

filtered out. It is possible some communications from the Internet of a threatening, harassing, 

discriminatory, obscene, vulgar, or profane nature, or those with sexual, racial or unethical content 

may get past Town filters. Employees should promptly close and report these instances to their 

manager and DoIT.  Police employees may request exceptions to these filters when working on 

certain types of crime related cases. 

 

3) The Town reserves the sole and exclusive right to access and disclose all communication messages 

of users, for any purpose whatsoever.  However, the Town will not provide access to any person 

who is not authorized under this policy or pursuant to state law to have access to such 

communication messages. 

 

4) Department Directors, with the help of DoIT, and Human Resource approval may access electronic 

data saved on any Town system including, but not limited to, electronic files and communications, 

history and logs of Internet websites visited, and electronic files.  When deemed necessary, access 

shall be given to department directors to view a user’s electronic files and communications.  The 

Town shall have the sole and exclusive right to delete and/or retain any or all communication 

messages or user files. 

 

5) If DoIT staff needs access to a user application or system for the purpose of 
troubleshooting, fixing, or maintaining, the staff will change the password and will set the 
password to force a password reset.  IT personnel may inspect all email files of users to 
correct service problems, ensure system security, retrieve records, or transition work when 
responsible personnel are unavailable, or for other legitimate business reasons. If access 
into a user’s electronic communications is needed and requested by a manager in the 
user’s department, passwords will be changed by DoIT and that password will be 
communicated to the user’s supervisor to permit access.   

 

VIOLATION OF THE POLICY AND DISCIPLINE 
Alleged violations of this policy shall be reported within the appropriate department structure or to Human 

Resources.  Each reported incident will be investigated. Employees in violation of this policy will be subject 

to disciplinary action, up to and including termination. 
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The CTO may contact HR or an employee’s department director to initiate an investigation into a suspected 

violation of this policy whenever such violations are detected in the course of operating and maintaining 

Town’s systems. 

 

Police investigation and legal action in the form of criminal or civil penalties may also be pursued. 

 

Employees who participate in an investigation will not be retaliated against for participating or for 

advancing complaints or concerns. Any employee participating in an investigation who feels he/she has 

experienced any form of retaliation shall report it immediately to Human Resources. 

 

ACCEPTABLE USE POLICY 

All Town users who require or need to establish access to Town information systems must read, understand 

and agree by signature to adhere to the Town’s Acceptable Usage Policy and Mobile Device End-User 

Agreement. 

 

The Town has established a set of rules that describe the responsibilities and expected behavior with regard 

to information system usage. These rules clearly delineate security responsibilities and expected behavior 

of all system owners and Town users. The rules include the consequences of inconsistent behavior or non-

compliance when using Town information systems. All Town users will have access and/or a copy of the 

Acceptable Usage Policy for review.  A signed acknowledgement of this policy is a condition of access to 

any Town information system.  The Town’s Acceptable Usage Policy is attached to this Policy. 

 

RESCINDING, AMENDING AND IMPLEMENTING THIS DIRECTIVE 

Amendments to this policy may be made periodically.  DoIT will implement the provisions of this policy 

using various malware programs, intrusion detection software, Internet blocking programs, encryption 

practices, firewalls, and methodologies for centrally distributing critical security updates from approved 

Town software or hardware providers. 

 

 

Signed in Castle Rock this 15th Day of December, 2020 

 

Jennifer Jaeger 

Jennifer Jaeger, Chief Technology Officer
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TOWN OF CASTLE ROCK 

ACCEPTABLE USE AGREEMENT FOR ELECTRONIC COMMUNICATIONS 

 

I understand, accept, and agree to the following terms and conditions that apply to my access to, and use of, Town 

information, including sensitive information such as PII or information systems of the Town of Castle Rock. 

 

GENERAL ACCEPTABLE USAGE POLICIES AND PROCEDURES 

 

a) I understand my responsibilities as a Town employee to protect the Town’s data and technology assets. 
I also have NO expectation of privacy when I create new information or access existing information on 

any of the Town’s technology assets. I understand the Town reserves the right to access and disclose all 

electronically stored information for any purpose whatsoever. However, the Town may not provide access 

to any person who is not authorized under this policy or pursuant to local, state, or federal laws to have 

access to such communicate massages. 

b) I understand that the Town reserves the sole and exclusive right to access and disclose all communication 

messages of users, for any purpose whatsoever. However, the Town may not provide access to any person 

who is not authorized under this policy or pursuant to local, state, or federal laws to have access to such 

communicate massages. 

c) I understand that I am allowed limited personal use of the Town’s electronic information systems as long 

as it does not consume more than a minimal number of resources, does not interfere with employee 

productivity, and does not conflict with the mission and values of the Town.    

d) I understand that the following actions are prohibited: unauthorized access, unauthorized uploading, 

unauthorized downloading, unauthorized changing, unauthorized circumventing, unauthorized deleting of 

information on Town systems, or unauthorized denying or granting access to Town systems; modifying 

Town systems; using Town resources for unauthorized use on Town systems, or otherwise misusing Town 

systems or resources. I also understand that attempting to engage in any of these unauthorized actions is 

also prohibited. 

e) I understand that I have a responsibility to report suspected or identified information security incidents to 

the DoIT Service Desk or my supervisor as appropriate. 

f) I understand that if I refuse to sign this Acceptable Usage Policy as required by Town policy, I will 

be denied access to Town information and information systems. Any refusal to sign the Town’s 

Acceptable Usage Policy may have an adverse impact on my employment with the Town. 

 

SPECIFIC ACCEPTABLE USAGE POLICIES AND PROCEDURES 

 

a) I will follow established procedures for requesting access to any Town computer system and for 

notification to appropriate Town personnel when access is no longer needed. Such notification will include 

my immediate supervisor and DoIT. 

b) I will follow established Town information security policies and procedures. 

c) I will use only devices, systems, software, and data that I am authorized to use, including complying with 

any software licensing or copyright restrictions. This includes downloads of software offered as free trials, 

shareware, public domain, or open source. 

d) I will not attempt to override, circumvent or disable operational, technical, or security controls put in place 

unless expressly directed to do so in writing by the Town’s CTO. 

e) I will protect my passwords from unauthorized use and disclosure and ensure I utilize only passwords that 

meet the Town’s minimum password requirements. 

f) I will ensure that I log off or lock any computer, console, or mobile computing device before walking away 

and will not allow another user to access any computer, console, or mobile computing device while I am 

logged on to it other than for troubleshooting performed by DoIT. 

g) I will not misrepresent, obscure, suppress, or replace a user’s identity on the Internet or any Town electronic 

communication system. 

h) I will not attempt to probe computer systems to exploit system controls or access Town sensitive data for 

any reason other than in the performance of official job duties.  
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i) I will protect Town property from theft, loss, destruction, or misuse. I will follow Town policies and 

procedures for handling IT equipment and will sign for items provided to me for my exclusive use and 

return them when no longer required for Town activities. 

j) I will never swap or surrender Town hard drives or other storage devices to anyone other than an authorized 

DoIT employee. 

k) I will not disable or uninstall software programs used by the Town to auto-install security software updates 

to Town computer equipment. 

l) I agree to allow authorized DoIT or Human Resource personnel to examine — for trouble shooting or 

disciplinary purposes — any Town or personal IT device that I have been granted permission to use, 

whether remotely or in any setting to access Town information for purposes of creating, storing or using 

Town information. 

m) I agree to have all equipment scanned by authorized DoIT staff prior to connecting to the Town network 

if the equipment has not been connected to the Town network for a period of more than three weeks. 

n) I will complete mandatory periodic security awareness training within designated timeframes, and 

complete any additional required training for the particular systems to which I require access.  

o) I agree that I will not allow Town sensitive information to reside on non-Town systems or devices unless 

specifically designated and approved in advance by the Town’s CTO. I agree that I will not access, transmit 

or store remotely any Town sensitive information that is not properly encrypted. 

p) I will protect sensitive information from unauthorized disclosure, use, modification, or destruction. 

q) I will use Town-provided encryption to encrypt any email, including attachments to the email, that contains 

Town sensitive information before sending the email. I will not send any email that contains Town sensitive 

information in an unencrypted form.  Town sensitive information includes Personally Identifiable 

Information (PII) and protected health information, and payment card data. 

r) I will immediately inform my supervisor if I lose control over any portable device that contains sensitive 

information, encrypted or unencrypted.  Immediately means as soon as the loss is noticed; not more than 

one hour after the loss is noticed.  Notice should be made by email and a telephone call. 

 

3. Acknowledgement and Acceptance 

 

a) I acknowledge that I have received a copy of the Town’s Acceptable Usage Policy. 

b) I understand, accept and agree to comply with all terms and conditions of this Acceptable Usage Policy. 

 

_____________________________  __________________________________ 

[Print or type your full name]           Signature 

 

_____________________________    _________________________________      

Date                                                       Office Phone 
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TOWN OF CASTLE ROCK 

EMAIL RETENTION POLICY 

Purpose 

Through the adoption of this policy, the Town seeks to comply with the law, establish an effective (user 

friendly) email retention policy that provides direction to organizational personnel on managing email 

information that is created or used in the course of the Town’s business operations, and to develop a more 

efficient and uniform practice related to electronic mail. 

The Town also seeks to provide guidance for employees to consider as they exercise good judgment and 

discretion related to making decisions as to how to handle emails employees send or receive and to assist 

employees in more fully understanding their roles and responsibilities relative to the retention of emails. 

Definition of Electronic Mail 

Electronic mail is an electronic message that is transmitted between two or more electronic devices, whether 

or not the message is converted to hard copy format after receipt and whether or not the message is viewed 

upon transmission or stored for later retrieval, including electronic messages that are transmitted through 

physical, wireless, or cellular networks, regardless of location. 

Email as a Form of Communication 

Emails should not be given any special treatment. Email communication is just like any other form of 

communication, with the differentiating quality between email and paper correspondence being the medium 

or mode of delivery. 

Email Retention Policy 

 

The Town’s email messaging system is intended to be a communication tool. The Town’s email system is 

not the preferred platform for retention and management of email messages. Email system users are 

responsible for managing their emails and for making the determination as to the handling of emails in their 

inbox, sent items, drafts, deleted items, and junk email. It is each employee’s responsibility to exercise 

good judgment and discretion in deleting or retaining emails. 

 

The criteria for determining the retention and disposition of email are whether the record is non-permanent 

or permanent based on the content of the message. Email messages that have significant administrative, 

legal, fiscal, and/or historical value should be designated as permanent records. 

 

Employees are encouraged to review (from time-to-time) all emails in their inbox, sent items, drafts, deleted 

items and junk email to determine whether such emails should be retained. 

 

In order to better manage the large amount of transitory information sent and received by staff daily, Town 

employees are encouraged to contact the Town’s Department of Information Technology (DoIT) to 

determine whether that Department can assist in setting up any automated features to help better manage 

employee inboxes, sent items, drafts, deleted items and junk email. 

 

In the event an employee determines that an email should be retained, the employee is responsible for 1) 

moving all such emails and any attachments into an employee created outlook file folder; 2) printing all 

such emails, and any attachments; and/or 3) storing all such emails and any attachments in a folder on the 

Town’s network server (separate and apart from the email messaging system). 
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If an employee makes the decision to retain an email and/or attachment, by one or all of the methods 

outlined above, then it is the employee’s obligation to ensure that the email and any attachments are neither 

altered nor redacted, and that the email retains the following information: email name and address of the 

sender; the name and address of all recipients (or distribution list); the date and time the message was sent 

or received; the subject of the message, and any attachments. 

 

Additional Guidelines for employees to consider when making a determination as to whether to delete 

or retain an email, including any attachments  

 

In the event an email does not fall clearly within the any of the categories of emails that should be retained 

(i.e., those that have significant administrative, legal, fiscal, and/or historical value) or any of the 

exceptions, as set forth below, in exercising their discretion (as to whether an email can or should be 

deleted), employees should give consideration to the following factors; organized by the types of emails an 

employee may be more likely to retain, to those an employee may be more likely to delete. 

 

The types of emails and/or attachments employees might be more likely to retain include: 

 

• Emails that have long term operational or strategic value (such as those memorializing 
decisions and activities); 

• Emails informing future decisions and activities; and 

• Emails related to defending the Town’s rights. 

The types of emails and/or attachments employees might be more likely to delete include: 

 

• Emails that are transitory in nature; 

• Emails that have little, or no, administrative or informational value; 

• Emails that are of temporary importance, often in lieu of oral communication; 

• Emails that contain information encountered in the daily administration of Town business 
(including acknowledgements, courtesy correspondence, declined invitations, meeting 
announcements and scheduling changes, out of office replies, and thank you messages); 

• Emails that are personal in nature and unrelated to Town business (including information 
regarding non-business-related activities of the department); 

• Emails that contain communications regarding routine office policies and procedures (such as 
opening hours and storm coverage); 

• Emails that contain duplicate messages/attachments (junk mail or spam, published reference 
materials collected from sources outside the Town); 

• Emails that reference list serve messages, media advisory, news and press release and web 
announcements; 

• Emails sent directly to another employee with a copy sent to you; 

• Emails that contain information that can be found elsewhere; and 

• Emails that have preliminary drafts of letters, memorandums, reports, worksheets and informal 
notes that do not represent significant steps or decisions and the preparation of an official Town 
record or report. 
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Exceptions to Employee Discretion Relative to Making a Decision to Delete Emails and/or 

Attachments 

 

Emails containing information related to personnel or employment records (including but not necessarily 

limited to requests for reasonable accommodation, original application forms submitted by applicants and 

other records having to do with hiring, promotion, demotion, transfer, lay-off or termination, rates of pay or 

other terms of compensation, and selection for training or apprenticeship, or similar opportunity) should 

not be deleted, but instead should be retained for a period of one year from the date of the making of the 

record or the personnel action involved, whichever occurs later. And, in the case of involuntary termination 

of an employee, any personnel records (including emails) of the individual terminated should be retained 

for a period of one year from the date of termination. 

 

Employees may not delete or otherwise alter emails and/or attachments that are subject to litigation holds, 

requests made under the Colorado Open Records Act and/or the Colorado Criminal Justice Records Act, or 

that are subject to a court order, or discovery requests arising out of state, federal, municipal, civil or criminal 

actions. In the event an employee has any questions as to whether a particular email is relevant to an ongoing 

dispute, investigation or litigation, the employee should consult the Town Attorney’s Office. The Electronic 

Communication Policy provides additional information regarding the identification and extraction of Town 

data for CORA requests. 

 

 

 

Town Email Retention Policy, dated 08/08/17 was adopted by: 
 

 

 

Dave Corliss, Town Manager Date 
 

 

 

Bob Slentz, Town Attorney Date 
 

 

 

Jennifer Jaeger, Chief Technology Officer Date 
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Town of Castle Rock  

Mobile Device Policy 

PURPOSE 

This policy establishes standards, procedures, and limitations for users who have legitimate business 

requirements to access Town of Castle Rock (Town) information from a mobile device.  The Division of 

Innovation and Technology (DoIT) is responsible for administering and managing this policy.  

This policy applies to any hardware and related software that is used to access Town resources, even if said 

equipment is not Town sanctioned, owned or supplied. This policy applies to, but is not limited to, all 

devices and accompanying media that fit the following device classifications: 

• Laptop/notebook/tablet computers 

• Mobile/cellular phones/Smartphones 

• Home or personal mobile devices used to access Town resources 

• Mobile computing device capable of storing department data and connecting to an unmanaged 

network 

 

The overriding goal of this policy is to protect the integrity of private and confidential Town data that resides 

within the Town’s technology infrastructure. This policy is intended to prevent this data from being 

deliberately or inadvertently stored in an insecure manner on a mobile device or carried over on an unsecure 

network, where it can potentially be accessed by unsanctioned resources or services. A breach of this type 

could result in loss of information, damage to critical applications, loss of revenue, and damage to the 

Town’s public image. Therefore, all users employing a mobile device connecting to the Town of Castle 

Rock’s systems to backup, store, or otherwise access Town data of any type must adhere to town-defined 

processes for doing so.   

SCOPE 

This policy applies to Town personnel that access Town data via a mobile device whether the device was 

purchased by the Town or is personally owned. 

DEFINITIONS 

User: Anyone using the Town communication systems including, but not limited to, full-time, part-time, 

seasonal, interns, and temporary employees, members of Town boards or commissions, volunteers, 

consultants, contractors, business partners, and members of the Town Council. 

Electronic communications: Technologies used to transfer messages and information, including e-mail, 

instant messaging, voice message, phone, Internet web pages and peer-to-peer exchange.   

Sensitive data: Data or information that must be protected for the privacy of customers, internal confidential 

information, sensitive public safety and court data, or any other information that may be considered sensitive 

by your department.  For example, “Sensitive data” includes but is not limited to records like social security 

numbers, health records, criminal history, banking information, credit card information, etc.  

Jailbroken/Rooted/Windowbreak:  Is the process of using an exploit to remove manufacture/carrier 

restrictions from the device such as an iPhone or Android device.  The exploit usually involves running a 

privilege escalation attack on the device to replace the manufacturer’s factory-installed operating systems 

with a custom kernel. 

Mobile Device Management - (MDM) is an industry term for the administration of mobile devices, such as 

smartphones, tablet computers, laptops and desktop computers. MDM is usually implemented with the use of 
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a third-party product that has management features for particular vendors of mobile devices. 

POLICY 

The use of hardware, software, and/or related components (defined as “mobile device management (MDM) 

solutions”) to provide management, connectivity and security of mobile devices will be centrally managed at 

the sole discretion of DoIT. By signing this policy, you agree to install and maintain the DoIT required 

MDM solution on your personal mobile device and/or on your Town provided mobile device.     

Appropriate Use 

Town users are encouraged to use their mobile device to further the goals and objectives of the Town and 

their respective departments.  This includes providing an efficient and effective tool to carry out 

communications, research and education to all authorized Town users who need access for the execution of 

official Town business.  The types of acceptable use for mobile devices include: 

a) Communicating with fellow employees, other local and county agencies, vendors and business 

partners of the Town; 

 

b) Acquiring or sharing knowledge and information necessary or related to the performance of an 

individual’s assigned responsibilities; and  

 

c) Employees may use their mobile devices to access the following Town-owned resources: email, 

calendars, contacts, documents, and content. 

 

Inappropriate Use 

Town users will not violate Town acceptable use policies as outlined in the Town of Castle Rock Electronic 

Communications Policy.  Mobile device use within the Town must also comply with all Federal and State 

laws, as well as all other Town policies and procedures.  This includes, but is not limited to, the following: 

a) Forwarding, copying, moving, or saving Town sensitive data outside the Town network or Town-

owned/sanctioned devices and services is prohibited, some examples include but are not limited to 

public computers, Drop Box, personal Google drive etc. 

 

b) All Town employees are prohibited from texting, emailing, or posting on other social media while 

operating Town-owned vehicles or Town provided equipment. While operating personally-owned 

vehicles Town employees are prohibited from texting, emailing, or posting on other social media 

websites while conducting Town business.  Colorado Revised Statue § 42-4-239 states “A person 

eighteen years of age or older shall not use a wireless telephone for the purpose of engaging in text 

messaging or other similar forms of manual data entry or transmission while operating a motor 

vehicle.”  Except under the following conditions:  

 

a. Has reason to fear for such person's life or safety or believes that a criminal act may be 

perpetrated against such person or another person, requiring the use of a wireless telephone 

while the car is moving; or 

b. Reports a fire, a traffic accident in which one or more injuries are apparent, a serious road 

hazard, a medical or hazardous materials emergency, or a person who is driving in a 

reckless, careless, or otherwise unsafe manner. 

 

c) Devices must not be “jailbroken,” “rooted” (see definition), or have any software/firmware installed 

which is designed to gain access to functionality not intended to be exposed to the user.  All devices 

that are jailbroken/rooted will be denied access to the Town IT resources and may be subject to 

appropriate disciplinary action including termination. 

d) Users must not load pirated software or illegal content onto their Town owned devices. 
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Eligibility  

If an employee has a justified need for a mobile device (including cell phone) to perform their job, this 

policy allows for two different options for using mobile devices: 

a) Based on a justified business need, the Town will provide an authorized Town-owned device for use 

while performing authorized work activities; or 

   

b) Employees may request the use of their personal mobile device for email and VPN purposes only 

with the Town approved mobile device management software installed.   

Limited staff may use personal devices through the stipend program, with Town approved mobile device 

management software installed.  Personal cell phone numbers may be required to be listed in the staff 

directory, if the automatic forwarding option from the employee’s desk phone is not used.  Approval to 

receive a personal device stipend is based on job requirements and justified need to use a personal device for 

a significant amount of approved work-related activity.  Department Director, Finance Director and CTO 

approval is required to participate in the stipend program.   

Devices & Support 

a) DoIT will support authorized, Town-owned mobile devices.   

 

b) DoIT reserves the right to refuse, by physical and non-physical means, the ability to connect mobile 

devices to Town and Town-connected infrastructure. 

 

c) Personal mobile devices (including personal devices receiving a stipend) are the responsibility of the 

owner to replace, fix, repair and cover any costs required for service no matter when the failure 

occurs.  

 

d) All accessories for Town-owned mobile devices, with the exception of damaged batteries, will be 

purchased by the employee(s) department, and should not be requested through the helpdesk. 

 

e) Employees will make no operating system modifications of any kind to Town-owned devices.  

Software application installs are allowed, with limited exceptions that are built into the Mobile 

Device Management (MDM) software.  

 

f) DoIT reserves the right to limit the ability of end users to transfer data to and from specific resources 

on the enterprise network. Employees will not use unauthorized methods to transfer data outside the 

Town’s network. 

g) Use of the Town’s “Guest” wireless network does not require any authorization of the device or 

signing of this policy.   

Security 

a) In order to prevent unauthorized access, devices must be password/passcode protected using the 

features of the device. 

a. The Town password/passcode policy for mobile devices is password/passcode of at least 

four characters. 

b. Passwords will be rotated every 90 days and the new password cannot be one of the four 

previous passwords. 
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c. The device must lock itself with a password/passcode if it is idle for ten minutes. 

d. After ten failed login attempts, the device will lock and wipe.  Contact DoIT to regain 

access. 

 

b) Employees using mobile devices and related software to access Town resources, without exception, 

must use secure data management procedures as explained in the Town’s annual security training.      

c) Personal devices shall not connect directly into Town production wireless or wired networks.  All 

personal devices including contractors must use the Town’s Guest wireless to access the Internet.     

d) Any person authorized through this policy to use mobile devices for Town approved work agrees to 

implement and ensure continual operation of all Town required security technologies and 

procedures.   

e) The employee’s device may be remotely wiped if: 1) the device is lost; 2) the employee voluntarily 

or involuntarily terminates his or her employment; and/or 3) DoIT detects a data or policy breach, a 

virus or similar threat to the security of the Town’s data and technology infrastructure.  All efforts 

will be made to contact the employee of the device that has been compromised prior to the device 

being removed from the network. 

 

f) In the event the device is lost or stolen, the user must report it to DoIT immediately. The device will 

be remotely wiped of all data and locked to prevent access by anyone other than the owner.  If the 

device is personally owned, only Town email will be wiped. 

 

g) If a user suspects that unauthorized access to Town data has taken place via a mobile device the user 

must report the incident to the DoIT Help Desk immediately. 

 

h) Mobile devices must not be connected to a PC which does not have up to-date and enabled anti-

malware protection and which does not comply with Town policies. 

 

i) Use of unauthorized location-based services and mobile check-in services, which leverage device 

GPS capabilities to share real-time user location with the public on the Internet, is prohibited during 

work hours for sensitive jobs including police, fire, utilities and potentially other areas as defined by 

your manager. 

 

j) All personnel with access to Town data via a mobile device must sign the “Town Mobile End-User 

Agreement.”   

Risk/Liabilities/Disclaimers 

a) DoIT can and will establish audit trails and these will be accessed, published, and used without 

notice, if the situation is warranted. 

 

b) DoIT reserves the right to disable the mobile device management services removing access to Town 

data should the device become non-compliant with the Town Mobile Device Policy.  All reasonable 

efforts will be made to contact the employee of the device prior to the device being removed from 

the network. 

 

c) It is the employee’s responsibility to maintain adequate service plans and monitor usage charges. 

The Town is not responsible for additional charges on personal cell phone/mobile bills due to any 

work at the Town. 
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d) Employee agrees to immediately report to his/her manager and DoIT any incident or suspected 

incidents of unauthorized data access, data loss, and/or disclosure of Town resources, databases, 

networks, etc.   

e) Employee is responsible for maintaining adequate care and safeguarding of all Town-owned 

assigned mobile devices.  If a Town-owned device is broken beyond repair, a new device will be 

provided with management and CTO approval.   

f) The employee is expected to use his or her device in an ethical manner, at all times, and to adhere to 

the Town acceptable use policy as outlined above. 

g) Every mobile device user (personal or Town owned) will be required to attend annual security 

training.  

h) Managers of employees with Town provided cellular mobile devices are responsible for temporarily 

deactivating the phone so the Town doesn’t incur charges when the phone is not being used.   

i) Employees are required to comply with applicable law with respect to operating a motor vehicle 

while using a cell phone or mobile device.  Public safety staff is exempt as defined by applicable 

law.  

j) Non-exempt employees must receive manager approval to access Town resources on mobile devices 

outside of their normal working hours.          

Privacy 

 All Town users with questions regarding privacy and mobile devices shall refer to the Town 

Electronic Communication Policy. 

Policy Non-Compliance 

Failure to comply with the Mobile Device Policy may, at the full discretion of the organization, result in the 

suspension of any or all technology use and connectivity privileges, disciplinary action, and possibly 

termination of employment. 

 

The Human Resource Manager, Chief Technology Officer, and immediate Manager or Director may be 

advised of breaches of this policy and will be responsible for appropriate remedial action which may include 

disciplinary action, including suspension or recommendation of termination of employment.   

 

Any questions relating to this policy should be directed to the DoIT Information Security Specialist.  

 

Town Mobile End User Agreement 

Employee Declaration 

I, __________________________________, have read and understand the above Town of Castle Rock 

Mobile Device Policy, and I agree and consent to adhere to the rules outlined therein. 

 

 

___________________________________  _______________________________ 

Employee Signature      Date 

 

___________________________________  _______________________________ 

Manager Signature      Date 

 

___________________________________  _______________________________ 

Chief Technology Officer     Date 
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Personally Identifiable Information (PII) and 
Personal Information (PI) Data Protection Policy 

 
 

 

 
PURPOSE 

 
This policy implements security procedures for the protection, retention and destruction 
of records containing PII and PI data. Town staff is obligated to protect PII and PI data 
used, collected or maintained, during the normal course of business from unauthorized 
access, use, disclosure and destruction. 

Section 24-73-102 of the Colorado Revised Statutes defines the obligation of 
governmental entities to protect personal identifying information and to implement and 
maintain reasonable security procedures and practices appropriate to the protection of 
such. 

COMPLIANCE 
 

The Town supports the protection of personally identifiable information and shall be 
compliant with state statute. Compliance with the Town of Castle Rock Data Protection 
Policy is mandatory. Violations may result in suspension of access privileges or 
disciplinary actions. Conduct that indicates a careless or negligent attitude toward 

sensitive and confidential information will not be tolerated. 

 

DEFINITIONS 
 

Personally Identifiable Information (PII) and Personal Information (PI) are pieces of data, 
or combination of data, that could reasonably be used to identify an individual, either 
directly or by indirect means, and with or without a first and last name. 

 
Section 24-73-101 of the Colorado Revised Statutes defines “personal identifying 
information” and addresses the proper disposal of records containing personal 
identifying information. 

 
Section 24-73-103 of the Colorado Revised Statutes defines “personal information” and 
addresses the obligation of governmental entities to investigate and provide notification 
of a security breach. 
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PI data is unique in that it only applies to Colorado residents. Personal Information (PI) 
does not include publicly available information that is lawfully available to the general 
public from governmental agencies or otherwise widely distributed. The Town will 
extend the same protections for both PII and PI unless, by exception, it places an undue 
burden on resources to all individuals, vendors, contractors, licensees and Town 
employees 

PII AND PI DEFINITIONS 
 

PII PII and PI PI 

Any of the following 
belonging to any person, 
unencrypted or encrypted 
and with or without first and 
last name: 

 

• Biometric data 

• Any password 

• Any passcode 

• Social Security # 

• Driver’s License # 

• Government Issued 

ID # 

• Personal ID # 

• Passport ID # 

• Employee ID # 

• Military ID # 

• Student ID # 

• Credit card # 

• Debit card # 

• EFT card # 

• Bank account # 

Colorado resident’s first and 
last name, with the following 
unencrypted information: 

 

• Social Security # 

• Driver’s license # 

• Passport ID # 

• Military ID # 

• Student ID # 

Colorado resident’s first name 
or first initial and last name, 
with the following 
unencrypted information: 

 

• Medical information 

• Health Insurance ID # 

Colorado resident’s 
password or security code 
and their: 

• Bank account # 

• Credit card # 

• Debit card # 

Colorado resident’s 
password or security Q&A, 
with their: 

• Username 

• Email address 

COLORADO MUNICIPAL RECORDS RETENTION SCHEDULE (CMRRS) 
 

Adopted by Town Council Resolution 2004-176, this document provides the legal 
authority for disposition of municipal records per a defined retention schedule based on 
record value. 
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Notwithstanding any provision of this policy, nothing herein is intended to modify or 

limit the records retention schedule specified by the Colorado Municipal Records 

Retention Schedule (CMRRS) or statutes pertaining to the Colorado Open Records Act. 

PII AND PI POLICY 
 

a. PII and PI data, regardless of format, will be afforded the same protection and 

security 

b. Collection of PII and PI data should be for the purpose of Town business only and the 

minimum data required for the execution of official duties 

c. Electronic data containing PII or PI must reside on a secure, protected system 

d. Access to secure data will be restricted to authorized staff with a valid ‘need to 

know’ status. Staff with access to PII or PI data are required to attend mandatory IT 

cybersecurity training within 90 days of employment 

e. To prevent unauthorized access, computers, cell phones and software applications 

must be password/passcode protected 

f. Access to secure data shall be modified for an employee under administrative review 

or denied immediately upon employee termination 

g. Suspected unauthorized access of PII or PI data by anyone, compromising the 

integrity of the confidential information, requires immediate supervisor notification 

h. A ‘clean desk policy’ should be practiced daily to include the removal and storage of 

documents containing PII or PI data within a secured, locked desk drawer, file 

cabinet or workspace area 

i. Documents sent to a printer that contain confidential data should be immediately 

retrieved 

j. Documents routed in DocuSign containing PII or PI data shall be redacted 

k. Correspondence received from citizens will be afforded protection of data to include 

redaction of street address, personal email address and phone numbers as a best 

practice, as this information, in combination with other data, could evolve to be 

defined as PII or PI data 

l. Information received by the Town for an application process, coordinated with an 

outside entity or service provider, must be scanned to a restricted access folder 

residing on an internal drive. Folder content will be auto purged at 10 pm daily 

m. Transmission or upload of secure data shall be monitored by the IT department to 

ensure appropriate encryption and security protections 

n. Downloading PII or PI information to non-Town equipment is prohibited 
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o. Removal of confidential data, regardless of format, for purposes of remote work is 

governed by the Town of Castle Rock Remote Work Program Policy 

https://co-castlerockintranet.civicplus.com/DocumentCenter/View/10126/FINAL- 

Remote-Working-Policy---2021?bidId 

p. Computers and rewritable storage media at end of life will be recycled, with all 

electronic data erased or destroyed, rendering the data unusable and unrecoverable 

q. Service providers will be required to implement and maintain identified security 

procedures and practices to safeguard the privacy and security of PII and PI data. 

Certification of data-protection conformance standards will be a contract obligation. 

Termination of contract may result for non-compliance 

r. Electronic or digital files including PII or PI data must be securely destroyed, 

rendering all sensitive data unreadable or indecipherable through any means, in 

accordance with the CMRRS 

s. Paper files including PII or PI data must be securely shredded or deposited in a 

locked shred bin in accordance with the CMRRS 

t. Records subject to a litigation hold identifies an evidentiary duty to preserve 

applicable records from any alteration. A litigation hold also overrides any retention 

schedule for destruction of such records for the duration of the foreseeable 

litigation, even if the record should have been destroyed previously 

u. Records maintained by the Town, subject to release under the Colorado Open 

Records Act (CORA) will be redacted to protect confidential, PII or PI data 

v. The Town shall destroy or arrange for the destruction of documents within its 

custody or control that contain PII or PI data per CMRRS 

w. Periodic audits performed by the Records Administrator and/or the IT department 

may be exercised to determine compliance or recommend revisions as deemed 

appropriate or necessary 

x. Department Heads, or their designee, are the custodians of data within their 

department 

y. For questions regarding records destruction or retention guidelines, please contact 

the Records Administrator 

z. HELPFUL HINT – To email confidential PII or PI data (internally or externally) simply 

type the word ‘encrypt’ into the subject line of the email, and the email will be 

encrypted. 

 
 
 

https://co-castlerockintranet.civicplus.com/DocumentCenter/View/10126/FINAL-Remote-Working-Policy---2021?bidId
https://co-castlerockintranet.civicplus.com/DocumentCenter/View/10126/FINAL-Remote-Working-Policy---2021?bidId
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This policy is effective September 5, 2023 

 

 
9/5/2023 | 1:13 PM MDT 

Signed:   Date:   
David L. Corliss, Town Manager 

 

 
9/5/2023 | 5:07 PM MDT 

Signed:   Date:   
Michael J. Hyman, Town Attorney 
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Deductions from Employee Wages start January 1, 2023 

• The employee share of FAMLI premiums is set at 0.45% of employee wages through 2024. For 2025 and beyond, the 

director of the FAMLI Division sets the premium rate according to a formula based on the monetary value of the fund 

each year. Employers with a total of ten or more employees nationwide must also contribute an additional 0.45% of 

wages for a total of 0.9%, but employers with nine or fewer employees are only responsible for sending the 0.45% 

employee share to the FAMLI Division. 

• Starting in 2023, employers may begin deducting up to 0.45% from employees’ wages for FAMLI contributions. This can be 

done through a simple payroll deduction, and employees will notice the deduction on their regular paychecks. 

Employers are responsible for collecting those deductions and sending them into the FAMLI Division on behalf of their 

employees once a quarter. 

Benefits start January 1, 2024 

• Starting in 2024, paid family and medical leave benefits are available to most Colorado employees who have a qualifying 

condition and who earned $2,500 over the previous year for work performed in Colorado. 

• The qualifying conditions for paid family and medical leave are: 

- Caring for a new child during the first year after the birth, adoption, or foster care placement of that child. 

- Caring for a family member with a serious health condition. 

- Caring for your own serious health condition. 

- Making arrangements for a family member’s military deployment. 

- Obtaining safe housing, care, and/or legal assistance in response to domestic violence, stalking, sexual assault, or sexual 

abuse. 

• Covered employees are entitled to up to 12 weeks of paid family and medical leave per year. Individuals with serious 

health conditions caused by pregnancy complications or childbirth complications are entitled to up to 4 more weeks of 

paid family and medical leave per year for a total of 16 weeks. 

• Leave may be taken continuously, intermittently, or in the form of a reduced schedule. 

• Leave will be paid at a rate of up to 90% of the employee’s average weekly wage, based on a sliding scale. Employees 

may estimate their benefits by using the benefits calculator available at famli.colorado.gov. 

• You don’t have to work for your employer a minimum amount of time in order to qualify for paid family and medical leave 

benefits. 

• If FAMLI leave is used for a reason that also qualifies as leave under the federal FMLA, then the leave will also count as 

FMLA leave used. 

• Employees may choose to use sick leave or other paid time off before using FAMLI benefits, but they are not required to 

do so. 

• Employers and employees may mutually agree to supplement FAMLI benefits with sick leave or other paid time off in 

order to provide full wage replacement. 

Filing Claims 

• Benefits will be available starting January 2024. Instructions on how to apply for benefits are available at 

famli.colorado.gov. 

• Employees or their designated representatives apply for FAMLI benefits by submitting an application and any 

required documentation through My FAMLI+, available at famli.colorado.gov. 

• Applications may be submitted in advance of the absence from work, and in some circumstances, they may be 

submitted after the absence has begun. 

FAMLI Program Notice 
Updated December 2023 | famli.colorado.gov 

http://famli.colorado.gov/
http://famli.colorado.gov/
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• Approved applications will be paid by the FAMLI Division within two weeks after the claim is properly filed, and 

weekly thereafter for the duration of the approved leave. 

• Employees can appeal claim determinations to the FAMLI Division. 

• Individuals who attempt to defraud the FAMLI program may be disqualified from receiving benefits. 

Job protection and continued benefits 

• Employers may not interfere with employees’ rights under FAMLI, and may not discriminate or retaliate against them 

for exercising those rights, including taking FAMLI leave, talking to others about FAMLI, and filing complaints of 

FAMLI violations. 

 
• An employee who has worked for the employer for at least 180 days is 

entitled to return to the same position, or an equivalent position, upon their 

return from FAMLI leave. 

Retaliation, Discrimination, and Interference Prohibited 

• Employers may not interfere with employees’ rights under FAMLI, and may 

not discriminate or retaliate against them for exercising those rights. 

• Employees who suffer retaliation, discrimination, or interference may file suit in 

court, or may file a complaint with the FAMLI Division. 

Other Important Information 

• An employer may offer a private plan that provides the same benefits as the 

state FAMLI plan, and imposes no additional costs or restrictions. Private plans 

must be approved by the FAMLI Division. 

• Employees and employers are encouraged to report FAMLI violations to the FAMLI Division. 
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Colorado Minimum Wage: inflation-adjusted annually; $14.42/hour in 2024, (Rule 3) 

• Employees must be paid at least minimum wage (whether hourly, salary, commission, piecework, etc.) unless exempt 

• Unemancipated minors can be paid 15% less than full minimum wage 

• Use the highest minimum wage that applies; all local minimum wages are posted at ColoradoLaborLaw.gov  
 
 

Overtime: 1½ times regular pay rates for hours over 40 weekly, 12 daily, or 12 consecutive (Rule 4) 

• Overtime is required each week over 40 hours, or day over 12, even if 2 or more weeks or days average fewer hours 

• Employers cannot provide time off (“comp time”) instead of time-and-a-half premium pay for overtime hours 

• Key variances/exemptions (all are detailed in Rules 2.3-2.4): 

- Modified overtime in a small number of health care jobs; exemption for certain heavy vehicle drivers 

- No 40-hour weekly overtime in downhill ski/snowboard jobs (but 56-hour overtime for many under federal law) 

- Agriculture: overtime after 48-56 hours (based on size and seasonality); extra breaks and pay on long days  
 

Meal Periods: 30 minutes uninterrupted and duty-free, for shifts over 5 hours (Rule 1.9) 

• Can be unpaid, but only if employees are completely relieved of all duties, and allowed to pursue personal activities 

• If work makes uninterrupted meal periods impractical, eating on-duty must be permitted, and the time must be paid 

• To the extent practical, meal periods must be at least 1 hour after starting and 1 hour before ending shifts

 
 

Rest Periods: 10 minutes, paid, every 4 hours (Rule 5.2) 
 

#Work Hours: Up to 2 >2, up to 6 >6, up to 10 >10, up to 14 >14, up to 18 >18, up to 22 >22 

#Rest Periods: 0 1 2 3 4 5 6 

• Need not be off-site, but must not include work, and should be in the middle of the 4 hours to the extent practical 

• Rest periods are time worked for minimum wage and overtime purposes, and if employers do not authorize and permit rest 
periods, they must pay extra for time that would have been rest periods, including for non-hourly-paid employees 

• Key variances/exemptions: 

- In some circumstances, 10-minute rest periods can be divided into two of 5 minutes (Rule 5.2.1) 

- Agriculture: certain work requires more breaks; other is exempt (Rule 2.3, & Agricultural Labor Conditions Rules)  
 

 

Time Worked: Pay for time employers allow performing labor/service for their benefit (Rule 1.9) 

• All time on-premises, on duty, or at workplaces (but not just letting off-duty employees be on-premises), including: 

- putting on/removing work clothes/gear (but not clothes worn outside work), cleanup/setup, or other off-clock duty, 

- waiting for assignments at work, or receiving or sharing work-related information, 

- security/safety screening, or clocking/checking in or out, or 

- waiting for any of the above tasks. 

• Travel for employer benefit is time worked; normal home/work travel is not (details in Rule 1.9.2) 

COLORADO OVERTIME & MINIMUM PAY 
STANDARDS ORDER 
(“COMPS Order”) #39, 
POSTER & NOTICE 

Effective 1/1/24: must update 

annually; new poster 

available each 

December 

https://coloradolaborlaw.gov/
https://coloradolaborlaw.gov/
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• Sleep time, if sufficiently uninterrupted and lengthy, can be excluded in certain situations (details in Rule 1.9.3) 
 

Deductions, Credits, Charges, & Withheld Pay (Rule 6, and Article 4 of C.R.S. Title 8) 

• Final pay: Owed promptly (if a termination by employer) or at next pay date (if employee resigned) 

• Vacation pay: Departing employees must be paid all accrued and unused vacation pay, including paid time off usable for 
vacation, without deducting or declaring forfeiture based on cause for termination, lack of resignation notice, etc. 

• Deductions from pay: Allowed if listed below or in C.R.S. 8-4-105 (including deductions required by law, in a written 
agreement for the benefit of the employee, for theft in a police report, or for property loss after audit/notice) 

• Tip credits: Employers can pay up to $3.02 below the highest applicable minimum wage (Colorado or local), if: 

(a) tips (not mandatory service charges) raise pay to full minimum, & (b) tips aren’t diverted to non-tipped staff/owners 

• Meal credits/deductions: Allowed for the cost or value (without employer profit) of voluntarily accepted meals 

• Lodging credits/deductions: Allowed if housing is voluntarily accepted by the employee, primarily for the employee’s (not the 
employer’s) benefit, recorded in writing, and limited to $25 or $100 per week (based on housing type) 

• Uniforms: Must be provided at no cost unless they are ordinary clothes without special material or design; employers must pay 
for any special cleaning required, and cannot require deposits or deduct for ordinary wear and tear 

 
 

Exemptions from COMPS (Rule 2.2 lists all; key exemptions are below) 

• Executives/supervisors, administrators, and professionals paid at least a salary (not hourly wages) of $55,000 in 2024 (then 
inflation-adjusted in future years), except $33.17/hour for highly technical computer work 

• Other highly compensated, non-manual-labor employees paid at least 2.25 the above salary ($123,750 in 2024) 

• 20% owners, or at a nonprofit the highest-paid/highest-ranked employee, if actively engaged in management 

• Various (not all) types of salespersons, taxi drivers, camp/outdoor education field staff, or property managers 
 

 

Record-Keeping & Notices of Rights (Rule 7) 

• Employers must give all employees (and keep for three years) pay statements that include time worked, pay rate 
(including any tips and credits), and total pay 

• This year’s poster must be displayed where easily accessible, or if not practical (such as for remote workers), 
provided within one month of beginning work and when employees request a copy 

• Employers must include a copy of this poster, or the COMPS Order, in any employment handbook or manual 

• Violation of notice of rights rules (posting or distribution), including by providing information undercutting this poster, 
may yield fines and/or ineligibility for employee-specific credits, deductions, or exemptions in COMPS 

 
 

Complaint & Anti-Retaliation Rights (Rule 8) 

• Employees can send the Division (contact info below) complaints or tips about violations, or file lawsuits in court 

• Employers cannot retaliate against, or interfere with, employees exercising their rights 

• Anonymous tips are accepted; anonymity or confidentiality are protected if requested (Wage Protection Rule 4.7) 

• Owners and other individuals with control over work may be liable for certain violations — not just the business, even if 
the business is a corporation, partnership, or other entity separate from its owner(s) (Rule 1.6) 

• Immigration status is irrelevant to these labor rights: the Division will not ask or report status in investigations or rulings, 
and it is illegal for anyone to use immigration status to interfere with these rights (Wage Protection Rule 4.8) 

 
This Poster is a summary and cannot be relied on as complete labor law information. For all rules, fact sheets, translations, questions, or 

complaints, contact: 

DIVISION OF LABOR STANDARDS & STATISTICS, ColoradoLaborLaw.gov, cdle_labor_standards@state.co.us, 303-
318-8441 / 888-390-7936 

https://www.coloradolaborlaw.gov/
mailto:cdle_labor_standards@state.co.us
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EMPLOYEE 

FORMS 
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EMPLOYEE RECEIPT AND ACKNOWLEDGEMENT 
OF EMPLOYEE HANDBOOK 

I hereby acknowledge receipt of the Castle Rock Senior Activity Center (CRSAC) Employee 
Handbook. I understand that it is my continuing responsibility to read and know its contents. I 
also understand and agree the Employee Handbook is not an employment contract for any 
specific period of employment or for continuing or long-term employment. Therefore, I 
acknowledge and understand that unless I have a written employment Agreement with CRSAC 
that provides otherwise, I have the right to resign from my employment with the CRSAC at any 
time with or without notice and with or without cause, and that the CRSAC has the right to 
terminate my employment at any time with or without cause. 

 

I have read, understand and agree to all of the above. I have also read and understand the 
CRSAC Employee Handbook. I agree to return the Employee Handbook upon termination or 
resignation of my employment. 

 
 
 

 

CONFIDENTIALITY POLICY AND PLEDGE 

Any information that an employee learns about the Castle Rock Senior Center (CRSC), or its 
members or donors, as a result of working for the CRSC that is not otherwise publicly available 
constitutes confidential information. Employees may not disclose confidential information to 
anyone who is not employed by the CRSC or to other persons employed by the CRSC who do 
not need to know such information to assist in rendering services. 

 

The disclosure, distribution, electronic transmission or copying of CRSC’s confidential 
information is prohibited. Any employee who disclosed confidential CRSC information will be 
subject to disciplinary action (including possible separation), even if he or she does not actually 
benefit from the disclosure of such information. 

 
 

I understand the above policy and pledge not to disclose confidential information. 
 

Signature:     
 
 

Printed Name:     
 
 

Date:      
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EMPLOYEE RECEIPT AND ACKNOWLEDGEMENT 
OF COMPS ORDER NOTICE 

 

 
I acknowledge that I have received the Colorado Overtime and Minimum Pay Standards Order 
("COMPS Order") #38 poster.  
 

Signature:     
 

Printed Name:     

 

Job Position: ________________________________________________ 
 
 

Date:      
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Conflict of Interest Policy 
 

Employees and/or Board of Directors may not use privileged information gained as a result of 
their employment and/or Board status for personal gain or benefit, or to benefit relatives, friends 
or acquaintances. 

 

If an employee or Board member’s family has an interest (including, but not limited to, serving 
as partner, manager, stockholder or employee) in any business that sells products and or 
services to the Castle Rock Senior Activity Center (Center) or if an employee or Board member 
has information on the Center that may be used for personal gain, the employee or Board 
member shall advise the Executive Director or Board President of such interest in writing. The 
notified official shall determine if a conflict of interest exists and shall then notify the employee, 
the Executive Board or the Board member. If such a conflict is found to exist the employee or 
Board member will be given the option of terminating either employment or Board status. Failure 
to comply with these provisions may result in immediate dismissal. 

 
I have read and understand the contents of this policy and agree to abide by its terms. 

 
 

Printed Name:   
 

Signature: Date:    
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Acknowledgement of Receipt of Company Property 
 

Employee Name:                                                                
Hired:   

Date 

The following items have been issued to you as part of your employment. These items are the 
property of the Castle Rock Senior Activity Center and the Town of Castle Rock. These items 
need to be return upon leaving your employment with the Castle Rock Senior Activity Center. 
Key Card #                                                                     
Keys    
Laptop Serial #   
Additional Items (i.e., Credit Card, Club Cards)      

 

 

 

Date Received                 
Date Received                 
Date Received                 
Date Received                 
Date Received                 
Date Received                 
Date Received    

 

By signing this form, I agree to the following: I am responsible for the equipment or property 
issued to me; I will use it/them in the manner intended; I will be responsible for any damage 
done (excluding normal wear and tear); upon separation from the Center, I will return the item(s) 
issued to me in proper working order (excluding normal wear & tear); I will replace any items 
issued to me that are damaged or lost at my expense; I authorize a payroll deduction to cover 
the replacement cost of any item issued to me that is not returned for whatever reason, or is not 
returned in good working order. 

 

 

Employee Supervisor 

 
 
 
 

Date of Employment Termination    

The following Items have been returned to the Castle Rock Senior Activity Center 
Key Card #                                                                         
Keys    
Laptop Serial #   
Additional Items (i.e., Credit Card, Club Cards)     

 

 

Date Returned                 
Date Returned                 
Date Returned                 
Date Returned                 
Date Returned                 
Date Returned    

I hereby acknowledge the return of the above items to the Castle Rock Senior Activity Center. 
 

 

Employee Supervisor 
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Summary of all Signed documents 
 

➢ W – 2 

 
➢ I – 9 

 

➢ Job Description 
 

➢ Direct Deposit of Paycheck Bank Form 
 

➢ Employee Receipt and acknowledgement of Employee Guidelines 
 

➢ Confidentiality policy and pledge 
 
➢ Employee Acknowledgement of Receipt of COMPS Order Notice  

 
➢ Conflict of Interest policy 

 

➢ Acknowledgement of Receipt of Company Property 
 

➢ Town of Castle Rock Electronic Commination Policy 
 

➢ Town of Castle Rock Mobile Device Policy (If Applicable) 
 

➢ 403(b) Enrollment form 
 


